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Virtual Container

systern isolation process isglation

| APP A APP B APP C ntainer ontainer taines
APP A APP B
l APP A APP B APP C

LIBS A LIBS B LIBS.. = ‘
- ’- - ruest O

Hypervisor

Hardware Hardware Hardware

Buy Less Server, Run More Environments
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/app/tomcatl

4 ) 5
[app/tomcatN
Host :
/app/weblogicl
- /

[app/weblogicN
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Xenserver
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Device Drivers |

Bare Metal Hardware

Device Drivers i

Bare Metal Hardware
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Comparing Containers and Virtual Machines

App A

Bins/Libs

CONTAINER

App B

Bins/Libs

App C

Bins/Libs

App A

Bins/Libs

Guest OS

VM

App B

Bins/Libs

Guest OS

App C

Bins/Libs

Guest OS

Docker

Host OS Hypervisor

Infrastructure Infrastructure
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App A App B App C

Bins/Libs | Bins/Libs Bins/Libs
App A App B App C App D

Bins/Libs Bins/Libs Bins/Libs Docker Docker Bins/Libs

Guest OS Guest OS Guest OS
Docker

Host OS Hypervisor

Infrastructure Infrastructure

eBaolech

make insurance easy Company Confidential. Copyright 2016 eBaoTech Corporation. All rights reserved. 23/7/2018




. eBaolech
make insurance e asy



AHHTRIPNEE
W2, Wik, BEE

AR
"

Jenkins
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version control for environment

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE C
root/ssh centos? d9bc1aald308 13 minutes ago 248.% MB 4dC359259700 e Custor
HE%%Q1§ root/registry.v2 centos? 32£3a32£f36C 14 minutes ago 261.6 MB file
LR root/registry centog? 52a0614bc222 14 minutes ago 325 MB
BRI EAE SHREEEn! BelerSuEaEn =R R N B0 =0G0 2dreli=d
root/rabbitmg centos? £4a99ff0bcob 18 minutes ago 321.2 MB
root/python centos? 5cfdefe2f3cd 19 minutes ago 290.1 MB 9977b78fbad7 ~—— Apach
root/pys3qlfs centos? b8eld7ccdBfd 21 minutes ago 514.9 MB
root/postgres centos? &9%eadels0d7 22 minutes ago 338.7 MB
Wﬂﬁn@» root/owncloud centos? f2fa562864-8 25 minutes ago 465.3 MB Ub
WA root/nginx centos? c42b8B9f6114 27 minutes ago 340.6 MB unt
root/mongodb centos? 130154645249 30 minutes ago 315.5 MB e83b3bf07b42 updat
root/memcached centos? ££5a78746657 31 minutes ago 320.3 MB
root/lighttpd centos? 907407h160a2 33 minutes ago 286.9 MB
root/hadeop centos? fdeBoeetbaba 36 minutes ago 1.068 GB
N reaat hind centasl EeNSTR1T0af 49 minutes acn 283 3 MRZ 9Cd978d b300e
25k 7 1
%gﬁ%ﬁ,@ root/kube2sky busybox 53362%66aeca Bbout an hour ago  24.9 MB
wanda/centos’ latest d94236583afc About an hour ago  245.Z MB Ub
JERfE(S  wanda/ubuntu 14.04 933b7553ece8 About an hour ago  228.3 MB b:::
wanda/busybox latest 545487ff6lfe Al)out an hour aqo 973.2 kB __J 61 70bb7b0ad] . g
Image
51136ea3c5a
eBaolech
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Automate CI/CD Pipeline With Jenkins,Gitlab,

JFrog and Kubernetes

Git Clone and Publish Docker Gofor Deploy to
Start setup Build and tests Local tests Deploytodev  Devtests Cleanupdev  Deploytostaging  Stagingtests  Cleanup staging  Production? Production  Production tests End
o o o—9 9 00 —° o—0—°0 o O—0—
X . Curl hittp_code X X Curl http_code . Curl hitp_code ! Curl hitp_code
: : Curl : : Curl : Curl : Curl
o o size_download o ° size_download e size_download o size_download
I I Curl total_time I I Curl total time I Curl total_time X Curl total_time
Get code Run build and Publish Docker Image Deploy to Deploy to Deploy to
*~—— ‘ : Be | ploy p ‘Y P Yk °
from Git unit tests Development Staging Production

oY

(K8s)
Developers Cluster

(K8s)

Production Cluster




Docker, Docker Compose, Kubernetes
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Push Docker
— | 00] ) 1[5

Image

Vv Jauiejuo)

Search
Run

Dockerfile

0O
o)
|
: o
Docker Engine 5
®

Jauiejuo)
Jauiejuo)

Source Code
Repository HoE 1 OS

(Linux) Host 2 OS 2 (Linux)
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Docker %% : bridge

172.16.1.1

172.16.1.2
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Docker fZ&: Nat

172.16.1.2
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Docker PXZ& : i [akeT

B:172.16.1.2
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Docker-compose

Gitlab
Authentication Valet
Dockerfile Dockerfile
& Artifacts & Artifacts
Vehicle Maintenance
Dockerfile Dockerfile
& Artifacts & Artifacts

*docker

Docker Hub

java:8ud5s-jdk
Image

mongo:latest
Image

hopsoft/graphite-
statsd:latest

Image

eBaolech

make insurance easy

Git clone locally

Jenkins Cl

Pull Docker images

Build all images and containers,
perform service integration testing,
stop and remove all containers
and images

<

R

Host Machine
Vehicle Vehicle
Graphnc leIStI :rtsD MongoDB Microservice
Container Container
Authentication Valet Valet
MongoDB MongoDB Microservice
Container Container Container
Maintenance Authentication Maintenance
MongoDB Microservice Microservice
Container Container Container
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Docker-composeRiN

Docker as VM

Serverl

| RIUL |

[ riur |

. ‘....10,,10,.10, 2, 10.10,,10, 102,

Nginx

| RI APP |

| RI APP |

SLB

[ Activiti |

[ Activiti |

f...10.10.10.5 |

MNginx

Cluster

10.10.10. 105

;;;;;;;;;;;;;;;;;;;;;

| ActiveMQ |

| ActiveMQ |

10.10.10.6

......................

10.10.10. 106

.....................

........................... '.
""" 3
RDS(Oracle)
P
ooooooo J
RDS(MySQL)

rl -------------------------------------------
- [Cows || [Cows ]
;;;;; 10.10.10,.7)..10.10.10. 107
SN SSUT
| Solr I | Solr I
...l 10,.10,.8110, 10 10. 108

Cluster

oooooo

......................................................................... J18
'

24



Docker-composefIizF
Docker as VM

version: '3'
services:
cas:
container_name: cas
image: dockerhub.ebaotech.com/cas:v1.6.8
networks:
testing_net:
ipv4_address: 10.10.10.4
activemq:
container_name: activemq
image: dockerhub.ebaotech.com/activemq:v1.6.8
networks:
testing_net:
ipv4_address: 10.10.10.6
solr:
container_name: dockerhub.ebaotech.com/solr:v1.6.8
image: some:image
networks:
testing_net:
ipv4_address: 10.10.10.8

networks:
prod_net:
ipam:
driver: default
config:
- subnet: 10.10.10.0/24

eBaolech
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Kubernetes &

10.1.2.0/24

10.1.3.1
10.1.1.0/24 10.1.3.0/24
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Kubernetes Rolling Update

Service
- app: MyApp

ReplicaSet
- name: my-app-v1
- replicas: 3
- selector:
- app: MyApp
- version: v1

. make insurance eas Company Confidential. Copyright 2016 eBaoTech Corporation. All rights reserved.




Kubernetes Rolling Update

ReplicaSet
- nhame: my-app-vi
- replicas: 3
- selector:
- app: MyApp
- version: v1

Service
- app: MyApp

on°

0

:
O

!

o O 00
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ReplicaSet

- hame: my-app-v2
- replicas: 1
- selector:
- app: MyApp
- version: v2



Kubernetes Rolling Update

ReplicaSet
- name: my-app-vi
- replicas: 2
- selector:
- app: MyApp
- version: v1

Service
- app: MyApp

. eBaolech’
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ReplicaSet

- hame: my-app-v2
- replicas: 1
- selector:
- app: MyApp
- version: v2



Kubernetes Rolling Update
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Service
- app: MyApp

ReplicaSet
- name: my-app-v2
- replicas: 3
- selector:
- app: MyApp
- version: v2

:
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Kubernetes Autoscale
HPA (Horizontal Pod Autoscaling)

#kubectl autoscale deploy
ghost --min=1 --max=10 --
cpu-percent=20 -n dev

RC / Deployment #kubectl get hpa -n dev

| ) NAME REFERENCE
TARGETS MINPODS
MAXPODS REPLICAS
AGE

ghost Deployment/ghost
<unknown>/20% 1 10
4 om

eBaolech’
make insurance easy Company Confidential. Copyright 2016 eBaoTech Corporation. All rights reserved.
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Docker M1.12F4:%!1.1318FIAIFENodefYPod o KB S Al
1.Node_E#1fTiptables-P FORWARD ACCEPT
2. dockerBE& 5% & ExecStartPost=/ust/shin/iptables-P
FORWARD ACCEPT

kubernetes1.9LABIAYARZS, kubeletddcgroup-driverSdockeriZ BHIA
— KSR TTEEY]
1.sed -i "s/cgroup-driver=systemd/cgroup-driver=cgroupfs/g"
/etc/systemd/system/kubelet.service.d/10-kubeadm.conf

Kubernetes F2;%1.8/5, tokeniTHA|GIER
1.Master#J#8{t BB = —token-tthz &0
2. kubeadm token createEEFTEEAL,

V1.11BGE T Cadvisor 10255im 0, SXSIEIRENAZEEE
1.V1.7-V1.10;%80fE, FNAEHRK
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1. http proxy

2. RegistryMirror 3EE2EDaoCloudaEZ R =registry E{EIRS
3. docker hub f{e%%

4. BREERESADIFHE

5. k8s.gcr.io& & Aregistry.cn-hangzhou.aliyuncs.com/google containers
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r )
» 1.Do not use latest tag in production

i m ag e environment

» 2.Do not build from latest image

N

/

~
2 * Do not open external IP for kubernetes

SEeCurity - ganbond

/

\

U pg rad @ - TestTest Test
/

@
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eBaoCloud®

enable connected insurance  |Xubernetes

T~ CLOUD NATIVE

e

Lk ' COMPUTING FOUNDATION

PIR=LZE CNCF INEAETF Kubernetes BI=FEEFES
BRRE I THER S = E—SR AR A E]

https://www.ebaotech.com/cn/newsroom/newspages/%E6%98%93%E4%BF%9D%E4%BA%91%E7%BB%8F+CNCF+%E8%AE%A4%E8%AF%81%E4%B8%BA
%E5%9F%BAY%E4%BA%SE+Kubernetes+%E7%9A%84%E4%BA%91%ES5%8E%IF%E7%94%9F%ES5%B9%B3%E5%8F%B0
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Demo Time
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Demo for V1.9.3

Link: https://github.com/nhwuxiaojun/kubernetes-v1.9.3
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lelm

% = HELM
X =
Setup Test Build Release Deploy

@ setup () test () build () release (®) deploy_produc...

G‘:} deploy_staging
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FH[EDevOpsDaystt X

= BE5HBE: organizer@ChinaDevOpsDays.org
= BEAMuL: http:/devopsdays.org
= R MG  http://chinadevopsdays.org

E‘E DEVOPS s, DEVOPS 5%, DEVOPS
‘0 DAYS ' DAYS
[ et

. .
BEUING 2018
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