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root# run show security policies detail
Default policy: deny-all
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set security policies from-zone J5zone to-zone H #rzone
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set security policies from-zone J5izone to-zone H Frzone policy g 44 Fx
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3. BATEIE: permit (fiF) . deny (3E4E) . reject. tunnel
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set security zones security-zone [X 1344 #x address-book address Mk ) 42 7 Hidik B
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set applications application 44 #x protocol TCP/UDP destination-port H Fxiii 15
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set security policies from-zone Jizone to-zone H Frzone policy %% 44 F% match source-address Y& 1P bk ) Hb ik 8 424 F5
set security policies from-zone J5izone to-zone H #rzone policy % 44 F% match destination-address H #5 1PHb L ) Hi i
set security policies from-zone Jfizone to-zone H #xzone policy % 4 F match application 5 FH 4 Fx

set security policies from-zone Jfizone to-zone H #xzone policy 5% 44 FK then 70 VFmlA&Permit, $H 445k & deny
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edit security policies from-zone J5zone to-zone H #xzone policy

set policy T & 42 % match source-address & IPHb ik (1 b bk 7 42 Bk
set policy %% 4 Fx match destination-address [ A5 IPHi ik (it i ik 4
set policy & 44 FK match application 5 F % FK

set policy TEHE 4 K then FCVFi&Permit, 1H 445t Zdeny
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set security policies from-zone trust to-zone untrust policy PERMITANY match source-address any

set security policies from-zone trust to-zone untrust policy PERMITANY match destination-address any
set security policies from-zone trust to-zone untrust policy PERMITANY match application any

set security policies from-zone trust to-zone untrust policy PERMITANY then permit
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Ge-0/0/1 _ untrust

Ge-0/0/2

trust: 192.168.1.0/24
DMZ-http & ssh dmz: 172.16.1.0/24
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VB b, AZE|hHIP£192.168.1.2/32, HFRIPZ£172.16.1.2/32
BT 5 R EEST AP, BT DA X RS /32

B 5 RHEIPHaddress-book, Y5 IPAZ F-trust[X 45, address-book )44 Fri% & 4192.168.1.2
VLRC A IPHiHE2192.168.1.2/32
set security zones security-zone trust address-book address 192.168.1.2 192.168.1.2/32

¥ B A% HbrIPfaddress-book, HFRIPAZ T-dmz[X 35, address-book ()44 Frik & 9172.16.1.2
DURC (1 IPHE 2 172.16.1.2/32
set security zones security-zone dmz address-book address 172.16.1.2 172.16.1.2/32

¥ B EF 4 TCP 803 1 fjapplication
set applications application TCP-80 protocol tcp
set applications application TCP-80 destination-port 80
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set security policies from-zone trust to-zone dmz policy DENY-HTTP match source-address 192.168.1.2
set security policies from-zone trust to-zone dmz policy DENY-HTTP match destination-address 172.16.1.2
set security policies from-zone trust to-zone dmz policy DENY-HTTP match application TCP-80

set security policies from-zone trust to-zone dmz policy DENY-HTTP then deny

FRVFSSHARSS, i —/MEEXFTCP 22ffjapplication
set applications application TCP-22 protocol tcp
set applications application TCP-22 destination-port 22
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set security policies from-zone trust to-zone dmz policy PERMIT-SSH match source-address 192.168.1.2
set security policies from-zone trust to-zone dmz policy PERMIT-SSH match destination-address 172.16.1.2
set security policies from-zone trust to-zone dmz policy PERMIT-SSH match application TCP-22

set security policies from-zone trust to-zone dmz policy PERMIT-SSH then permit
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set security zones security-zone trust address-book address 192.168.1.0/24 192.168.1.0/24
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set security policies from-zone trust to-zone dmz policy QITA-HTTP match source-address 192.168.1.0/24
set security policies from-zone trust to-zone dmz policy QITA-HTTP match destination-address 172.16.1.2
set security policies from-zone trust to-zone dmz policy QITA-HTTP match application TCP-80

set security policies from-zone trust to-zone dmz policy QITA-HTTP then permit
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