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trust: 192.168.1.0/24
DMZ-http dmz: 172.16.0.0/24
untrust 10.1.1.0/24
20.1.1.0/24 Server:
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set interfaces ge-0/0/1 unit 0 family inet address 192.168.1.1/24

set interfaces ge-0/0/2 unit O family inet address 172.16.0.1/24

set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.2/24

set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

set security policies from-zone trust to-zone untrust policy T-to-U match source-address any

set security policies from-zone trust to-zone untrust policy T-to-U match destination-address any
set security policies from-zone trust to-zone untrust policy T-to-U match application any

set security policies from-zone trust to-zone untrust policy T-to-U then permit

set security zones security-zone trust interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
set security zones security-zone dmz interfaces ge-0/0/2.0 host-inbound-traffic system-services ping
set security zones security-zone untrust interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
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set security nat source rule-set 1 from zone %4 i ik it )& ) zone

set security nat source rule-set 1 to zone %% 5 Hudik: it J& AY zone

set security nat source rule-set 1 rule RULE 4% % match source-address $& 2 #% i (1) s bk B
destination-address 45 & H bxiuht (% #£0.0.0.0/0)

set security nat source rule-set 1 rule RULE ] 4% 5 then source-nat interface
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set security nat source rule-set 1 from zone trust

set security nat source rule-set 1 to zone untrust

set security nat source rule-set 1 rule SNAT-IF match source-address 192.168.1.0/24
set security nat source rule-set 1 rule SNAT-IF match destination-address 0.0.0.0/0
set security nat source rule-set 1 rule SNAT-IF then source-nat interface
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set security nat source pool POOL 144 #x address 2 igHh il 2% 1E ik

set security nat source rule-set 1 from zone %4 i ik it J& ) zone

set security nat source rule-set 1 to zone ¥ ¥ 5 Hudik: Fr J& A zone

set security nat source rule-set 1 rule RULE {44 7 match source-address 45 & %% 4 i (1)t 1k B
destination-address 5 & H bribtit Gl % /20.0.0.0/0)

set security nat source rule-set 1 rule RULE 1144 5 then source-nat pool POOL [1] 44 FX
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set security nat proxy-arp interface Untrust# 11 address it B e a6 ik F 2% b Mok
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set security nat source pool POOL30 address 30.1.1.11/32 to 30.1.1.20/32

set security nat source rule-set 1 from zone trust

set security nat source rule-set 1 to zone untrust

set security nat source rule-set 1 rule SNAT-POOL match source-address 192.168.1.0/24
set security nat source rule-set 1 rule SNAT-POOL match destination-address 0.0.0.0/0
set security nat source rule-set 1 rule SNAT-POOL then source-nat pool POOL30

set security nat proxy-arp interface ge-0/0/3.0 address 30.1.1.11/32 to 30.1.1.20/32
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set security nat destination pool POOL {4 #x address 7 % & A7 (1) P4 9 IR 55 28 () ik

set security nat destination rule-set 2 from zone i & M B 5k

set security nat destination rule-set 2 rule DNAT-POOL match source-address 0.0.0.0/0

set security nat destination rule-set 2 rule DNAT-POOL match destination-address 47 i ft) P 11k
set security nat destination rule-set 2 rule DNAT-POOL then destination-nat pool POOL f*] 44
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set security policies from-zone untrust to-zone dmz policy U-to-D match source-address any

set security policies from-zone untrust to-zone dmz policy U-to-D match destination-address 172.16.0.0/24
set security policies from-zone untrust to-zone dmz policy U-to-D match application TCP-80

set security policies from-zone untrust to-zone dmz policy U-to-D match application TCP-22

set security policies from-zone untrust to-zone dmz policy U-to-D then permit
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set security nat destination pool DMZ-POOL address 172.16.0.2/32

set security nat destination rule-set 2 from zone untrust

set security nat destination rule-set 2 rule DNAT-POOL match source-address 0.0.0.0/0

set security nat destination rule-set 2 rule DNAT-POOL match destination-address 30.1.1.2/32
set security nat destination rule-set 2 rule DNAT-POOL then destination-nat pool DMZ-POOL
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set security nat static rule-set STATIC-NAT from zone untrust

set security nat static rule-set STATIC-NAT rule RULE1 match destination-address 10.1.1.2/32
set security nat static rule-set STATIC-NAT rule RULEL then static-nat prefix 172.16.1.2/32
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