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VXLAN BYVTEP

VXLAN terminates its tunnels on VTEPs (Virtual Tunnel End Point).

Each VTEP has two interfaces - one to provide bridging function for local hosts, the other has an IP identification in the
core network for VXLAN encapsulation/de-encapsulation.
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VDS and Transport Zones (1/2)

A Transport Zone (TZ) defines the «span» of Logical Networks

A TZ can span Multiple VDS.:

— Distributed Logical Router LIFs considerations apply here

— Generally do not use VLAN LIFs (see advanced training)

Typically, only a single TZ is deployed in most environments

A TZ must is not a security boundary!
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VDS and Transport Zone (2/2)
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Span of VLANs
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NSX Edge Services Gateway Sizing

Edge Services Gateway

Form vCPU Memory MB Specific Usage
X-Large 6 8192 Suitable for L7 High Performance LB
Suitable for high performance ECMP
Quad-Large 4 1024 or FW deployment
Large 2 1024 Small to Medium DC or multi-tenant
Small Deployments or single service
Compact 1 512 use or PoC
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23 Sefectname and folder . 2a Selectname and folder
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= 2
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such party, where "contral" means an ownership, voting or similar interest representing fitty percent {50%) ar more of the total
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| Configuration | Saved Configurations
NSX Manager: | 102.168.265.106 |« |

L publish operation succeaded

| ﬁ
o Gl

N MNumn Mulw 13

v DFW (Rue 1+ 2)
@ WEB LS - APP L8 - BLOCK 10086

w2 WEB1 o WERB2 - HTTPS and 1006
{[S10 1

v Datault Section Layerd (Rulae 3 - B)

@0 Peataull Rule NDF 1004 * any

General Section:

Houram

Uy WERB-logloai-switeh-1

4 LINUX-host-1-WER1

Duwatinatian

U APP-logical-switoh-2

8 LINUX-host-2-WERZ2

* any

Sowrch

| =]

Mmrviomn

* any

[ HTTRE
L 1CMP Echo Reply
1L /GMP Echo

(L 1PVB-ICMP Nalghbor Solicitation

L)l 1PVE-IGME Nalghbor Advertisem..

Autlon

it S ox

Alook
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Applied To
D —

Rule Name Destination Service Applied To

~~—

Applied To FE

Cluster VMware Cluster attribute

Network Network attribute

vNIC vNIC attribute

" AR TAE
» LIPS S
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NSX %P5 AHE - Exclusion List

5 192168.256.106  Acions -

& 192.168.255.106 Getting Started  Summary  Monitor | Manage

[ansm Security Tags ‘ Domains ‘ Users | Grouping Objects

+ |
Virtual Machine

G LINUX-1 (COMPUTE-cluster-1)
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NSXi% %5 2% B AYSCER

N
/ — VXLAN EIINSX Manager8JEDLRS, FIFEE
P ERILE s
— VLAN .
OSPF, BGP iy

ControllerE]IDLR#EIXELE(E 2, €1EDLRLE

NSX Edge e
iEOEE (LIFS)

(Acting as next hop router)

E Y,
~
NSX Mgr FENSX EdgeFIDLR control VM (&)
192.168.10.1 OSPF/BGPHipeersfiE X &

'* o W ‘
Data @ DLR Control VMi&= S E|f8Y B RS 2 HEE A
Path $ ¥ Controller Cluster

4

A4

/Controller Cluster™
192.168.10.2 q Controller% i% i B E H B FF ARIESXi
hosts
DLR | 5™ /
<
é ESXi hostRIEES i B s SHIE B A &

yanN

172.16.10.0/24 172.16.20.0/24 172.16.30.0/24




NSX &g P e

« ALK FEERE, DLREAE—H

HIES 4% A& 7= 0]
| Physical Router
. DLRE& S LBHEN, SSHGE S '
e, FREASNTEED cage Upink

NSX Edge | oG-

Buliead Bunnoy

= ZEDLRFINSX EdgeZ [E]AY Transit
LinkE2i 18 FIVXLANES 2 o
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NSX % PR Fh

« —/"NSX Edgey %M EHEDR gtemal Ne;work
HIEEERINEE, NSX Edge NEXHAXZHFF \—r/
EOFREAS S rene [ S

= ENMNHPZERREEEEdge, LI
Edge.l:j]ﬁ/l\fﬂ):' ZIETJEIJ/}ILE&FH ﬁé VXLAN 5020
Transit Link

R

VXLAN 5029
Transit Link

Tenant 1 Tenant 9
——————————————————————————————— 1 L i Sl il |
DLR Instance 1 DLR Instance 9 %’b {b
Web Logical Web Logical
Switch App Logical Switch DB Logical Switch Switch App Logical Switch DB Logical Switch




NSXS % E % #H A

7

External Network

NSX Edge X-Large ERNAT, SREFZ

(Route Aggregation Layer)

VXLAN 5100 v

Transit Tenant NSX Edge
Services Gateway

THENAT, XHFHEPZER
itESE

Tenant NSX Edge
Services Gateway

VXLAN Uplinks (or
VXLAN Trunk)

VXLAN Uplinks (or
VXLAN Trunk*)

Web Logical
Switch

Web Logical

App Logical Switch DB Logical Switch Switch App Logical Switch DB Logical Switch
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ﬂctive/Standby HA Model\ / ECMP Model \

Core

Physical
Router

Active l ] |§ tandby

ol =l N

Active/Standby HA Model

\ s a a ~DLR Control VM
* . ~ - - -
Active Standby ® E-

Distributed

Routin
A:i: Bl
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EdgeMx: SAAH ZINRERIARSS

B A 3
AE3RALL
VPN

25 X < /NAT

DHCP/DNS 4%

WIitE R
o LEREVCUT: WAL EEdge B =, SCUEE NP RE,
B FEdge LR

* Edgef\JHABRKECMP: wJ DAL Edge BIHARI 22 4> edge
ECMP

c ZM RS RN N PLA B EEdge
* Edge 5DLR control VMBS A1t BA A LA B oA 2% i E

S H#FOSPFAIBGP y



EdgeERTTRIER

A Bk Fu [H] 2 Anti-affinity

= f# M internal vNicsZI.QBkFe[E 2P » ¥ %&FEdgesi B T 7~ B HYESXi £ #l

= PG L23%i# (VLAN 3t VXLAN) = — HEdgeFTEESXi H B3k %, NSX Manager¥Edges
A KE T AR B EM

FW — connection tracking; LB — Sticky table;
Routing — Graceful restart extensions to OSPF/BGP
plus NSF via FIB sync

a T I
A
o L iy )

\ /
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Active/Standby HA Model

Physical Router

» FiBEdtEIRI R EERZ Active NSX Edget: %

R1> show ip route — VXLAN
. R o N O 172.16.1.0/24 via 172.16.1.2
Active NSX Edge{XSDLR Control VMFI4MIEREEEEZEIEIABERER | o 179.16.20/24 via 17916 1.2 —— VLAN
O 172.16.3.0/24 via 172.16.1.2 Routing

Adjacency

)14- Physical Router

172.16.1.0/24

E2
R

Active |
ESXi Host Kernel

net-vdr - --route Default+Edge-1
O 0.0.0.0via 192.168.1.2

Standby

Web / App \DB

vmware 172.16.1.0/24 172.16.2.0/24 172.16.3.0/2




Active/Standby HA Model

FramidtEBREER & Active NSX Edgedt %k

Active NSX Edge{X 5DLR Control VMFIAJIERRHEIZEZ B)ENISREXR

Active NSX Edge E1 Failed:
E21MZIET Failed, 1FEHERIRESEL HActive
REXRAFAERSEELSHRMHITE A

vSphere HAFFHARYtEH!

NSX Edge Stateful services@Z X #84, 5#1FW, Load-

Physical Router

R1> show ip route

O 172.16.1.0/24 via 172.16.1.2
O 172.16.2.0/24 via 172.16.1.2
O 172.16.3.0/24 via 172.16.1.2

ESXi Host Kernel

Failed | "N

Balancing, NAT net-vdr -| --route Default+Edge-1

O 0.0.0.0via 192.168.1.2

vmware

— VXLAN
— VLAN
— Rc_)uting

Adjacency

Physical Router

Routing .
Adjacency }OSPF/BGP Timers

(40 sec, 120 sec)

| 192.168.1.0/24 OSPF/BGP Timers
(40 sec, 120 sec)
“ — .. = \\‘
3 Actlve
\D B

Standby
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/ : — VXLAN
= FRENSX Edge#f2Active, FrERILERELEZTEdge s .
> DLR Control VM5 ErBRJEdge B SRE KRR, [EIRTTERIEdge 53R o
Q
BB BB X R (b “1." Physical Router

> mitEBREA N FERIEdgeZ B T2
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ECMP HA Model

/ : — VXLAN

« FfENSX Edge#l2Active, FiARILEREELZ TEdge

> DLR Control VMSErBRIEdge BN SNEXFR, EBTATEREdge S4TI8
IR BEMNERR

> mitEBREAE N FRIEdgeZ B 11

— VLAN

= JHEAP—PNSX Edgekzg, FEitlER=E T H EEdgesE
S NAE3m L]

[Q DLR Q]

AN ’ ) Active  Standby ¢
% 2% =
< % =2

vimware Web App DB
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ZvCenter. ik %

2R BFECE

2% (NSX 6.2)

R ERY

l (NSX Ul & API)

w3

vCenter & NSX Manager A

Primary

< >
Local VC Inventory

NSX£
ISR

\ 4

" g

vCenter & NSX Manager B

Secondary

< >
Local VC Inventory

" g

vCenter & NSX Manager H

Secondary

< >
Local VC Inventory

£ RIZETHAN
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Cross-VC NSX- IEif=1:

8 M % vCenter A/P N-S

Site A

Route Updates

VC A with NSX . VC B with NSX
Manager (Primary) . Manager (Secondary)
Physical \
Routers NS
) L RN
| e \\- AN S
NSX Ed < /" /Route 1 \\
1\ Edge <7/ Updates®h, . s
Services GW T / = AN N
,,/ II - \\ \\ \\\
P / = \ AN “
% / - N N S
, ,’/ II . \ N \\\
i &t ’ ! 2N R .
Universal Transit . \ \\ ~
VXLAN Uplink : % AN N
) 7 - |
Uni I = R / . N Sy
niversa /8 : atri P AN e
Control VM N A Unlvers;,dl Distributed Logical:Router N :{;@\\ Universal
re re 2 - A EE— Logical
7’ n .
L S v - \ N S Switches
*/, I, s \ AN
I [ ™28 ' I 4 I /I'I' I E I \-\\ L i I \\x I
vimMm VN}/’ Vi vmMm VN;’, vimMm viMm v vimMm : vimMm \QM Vi vmMm WM

vmware




Cross-VC NSXEREig=2: Z Pt vCenter A/IP N-S

Site A Site B
Route Updates uccy
VC A with NSX VC B with NSX
Manager (Primary) Manager (Secondary)
.- .-
Site A Site B
Fchyilcal Physical
outers - Routers
-~ N NSX Edge
NSX Edge o0 o \ | .
Services?GWs & @//’ ,/ \\ \\ ,@ Services GWs
// £ P
8 /L . . ES8
- / Universal Transit \ \‘\
! VXLAN Uplink A \ \‘
v I' - \‘
/ AY N
Primary P L : kY i N
Control VM /Universal Distributed Logical Router & . Universal
\ b &
L Ay o Logical
/ \ AN Switches

7 7 Ay
/ 1 R R / \ N
Cd 7 . hJ
, \
A E [ [ 1/ ] [\ N
3¢ | T | 4 | S
VM VM VM VM VN}’ vimM viMm V&' vimMm VM VM VM VM WM

===

Example UDLR Routing Config (also set matching priorities in Physical Network):
SiteA-Edges BGP Weight 10 or OSPF Cost 1
SiteB-Edges BGP Weight 1 or OSPF Cost 10




Cross-VC NSX H B9

Network
Site A ¥ \ / Siteh

Site B NSX

Edge GW 4 : ¥ Edge GW
— — — — , — — — —
" Uplink Net A\ f UplinkNetB
% % i . . ; 1 * /
I control vM 1 Universal Distributed Logical Router I : Control VM !
fw/ Local Egres l | w/ Local Egress!
| VM2 | | I VM3 I
| I Universal Logical I I
1

!Locale ID:
! Site-B

| l Switch A \
== Jiocae
Site-A

Multi-Site Enhancement: Locale ID
NSX 6.2 5|i# T — 1 #iblocale idMIHEa, IR L EHcontrollerBf£H Elocale id. HR&E1E flocale idZFNSX managerfUUID.
WRUDLR&Z B B Alocal egressiTRE, Locale IDHYMEH ZBL .

X3 H T Local EgressIfgg, NSX Controller R &3 B & iX 4 PLHCLocale IDAYesxi host.
BN RAIULEBEC M AEHELE
Locale ID Z#¥#%2B8UDLR, Cluster AKX HostRIEE, NREsite R ARIZRE—1NSX manager.
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Cross-VC NSX- IZBif=3: Z PGB Z I vCenter A/A N-S

Site A

Route Updates
with Locale ID

NSX Edg

Serviceg GW

Site A
Physical
Routers

Site B

VC A with NSX
Manager (Primary)

- @

e

Universal Tr,anélit
VXLAN Uplink A

," Updates
" with
Locale ID

>t

VC B with NSX
Manager (Secondary)

- @

Site B
Physical
Routers

(B

Route Updates
with Locale ID

J)ES

NSX Edge
Sergices GW

\ SN =1 )
N N o
N

N ‘\\
\ S |
AN \\\ 1
\ \E]
N
N S
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\ AN
\ N

- Universal Transit
“t~. VXLAN Uplink B

Primary
Control VM

P
2
—~

Secondary
Control VM
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