g, GBI E A AETAE T 2 4E UG ARSI I |
ik, SAERKRLLT

FIHIEAL, XHEIAEEHIR Java O SEIL I — Lo s s 500k, Ba M asiFuE .
LN IE A [ BR8] n o B

BASE64 UAE I, JE T gmbdak X, R Sk

MD5 (Message Digest algorithm 5, 15 &4 ELHE )

SHA (Secure Hash Algorithm, ‘Z4HIHIEE)
HMAC (Hash Message Authentication Code, HI{#IH & X569)

SR FRINEE (DES. PBE) . AEXTHRINES v,

DES (Data Encryption Standard, ZdiEnessy:)

PBE (Password-based encryption, T 255I041F)

RSA (53104 7 AR W4 1) 4 T+ %+ Ron Rivest, AdiShamir FlLeonard Adleman)
DH(Diffie-Hellman® ¥k, ZHH—2 0

DSA(Digital Signature Algorithm, #F%:4%)

ECC(Elliptic Curves Cryptography, IRl &k 20 4mais=%)

AN B/ 4% BASE64. MD5. SHA. HMAC JLFP 5,

MD5. SHA. HMAC iX =Ff s &y, mligEdE T ine, @A al il s fns k. &
AT HAEARA T s (R Rl . Bl DL =N s AN T S

BASE64

J5 18 RFC2045 (1158 3, Base64 #E X A: Baseb4 N Z-ALEm AL & it R IEAT 25
1 8 AL 1 ik — A S N H R A I R . (The Base64 Content-Transfer-Encoding
is designed to represent arbitrary sequences of octets in a form that need not be

humanly readable. )

WL HRLE. http %, I http FE, RS KIS REEMH P4 %007 Bl
1 BASE64 hnE (¥ .

I java ARSI

SEpE
* BASE64 fi#2% http://www. bt285. cn http://www. 5a520. cn
k

| * @param key

| * @return

| * @throws Exception
L

*/


http://java.chinaitlab.com/
http://security.chinaitlab.com/
http://cisco.chinaitlab.com/List_11.html

ElEpublic static byte[] decryptBASE64 (String key) throws Exception {

| return (new BASE64Decoder ()). decodeBuffer (key) ;
H

EIE /sok
BASE64 N

@param key

@return

EE

|
|
|
|
| @throws Exception

L */

ElEpublic static String encryptBASE64 (byte[] key) throws Exception {
| return (new BASE64Encoder (). encodeBuffer (key) ;

H

2t /& BASE64Encoder. BASE64Decoder WA,  FRATT I T BEAn i 5 FH 6NV [ v B
Ao 3, BASE NG =AM AL EUE 8 IREE, G RAEA B LUI=1F 5 7T .

MD5

MD5 —— message-digest algorithm 5 (fFB-HEHEL) 455, | ZHTInsM@E
BHA, WHT RS . 58? ANELHEZ R, LMD5 5 AR REA B —IMD5 . 4Lk
DRAE R ISORSHG:, #BA2MD5 £85. B A ? MR ISOLMDS 5™ AMD5 ffE . — M T2k
Linux—TSOF A A B Wik #8422 55 10 BGEMDS R HR o it e F R IR AIE SCPF 75—

M java AR SEBLUIT
BB /%

* MD5 1% http://www. bt285. cn http://www. 5a520. cn
%k

|
|
| * @param data

| % @return

| * @throws Exception

L

ﬁ]Hpublic static bytel] encryptMD5(byte[] data) throws Exception {
|

|

|

|

!_

MessageDigest md5 = MessageDigest. getInstance (KEY MD5) ;
mdb. update (data) ;

return mdb. digest () ;

}


http://download.chinaitlab.com/
http://linux.chinaitlab.com/
http://download.chinaitlab.com/

T 5 BRATA B AT IR MD5 I . 3855 MD5 77 2B 10 7 1 B4 A2 45 BASE64 T i —
8, A3 RNAH Y A5 5 o

SHA

SHA (Secure Hash Algorithm, Z4iiFHIE) , B4 4 %M N H 2 T A,
B M H] T H TR A5 A S el BAR, SHASMDS JE i mlEmv A A g 1, (HE
SHATYAR ST NN 2 A N S, B2 MDS B 224

ik java AR SZILAT R .

* SHAMN®% http://www. 5a520. cn http://www. bt285. cn
*

* @param data

* @throws Exception
*/
== public static bytel[] encryptSHA(byte[] data) throws Exception {

|
|
|
| * @return
|
L

MessageDigest sha = MessageDigest. getInstance (KEY SHA) ;
sha. update (data) ;

|
|
|
|
| return sha.digest();
|
L

}

HMAC

HMAC (Hash Message Authentication Code, BFWH S %nmY, T4 HashH D00
WUE PR BN A S L2 0 ) S B, 2 T R ORI 38 7 A — A [l 1K HROEAE Rk
UEFRIR, HIXANFR VLS50 JEL () e 38 o A AN B B AR 1AM ] R/ IR/ Bt B, BIMAC,
TN ZIE B, R a4 . BRI 5 IR TT SL S (R B H AT B RS o

L java fCRSSEILAN T
IR /s

| * FIEEACHMACZE4H  http://www. guihua. org  http://www. fengl23. com
| *

| % @return

| * @throws Exception

L */

ElEpublic static String initMacKey () throws Exception {


http://security.chinaitlab.com/
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KeyGenerator keyGenerator = KeyGenerator. getInstance (KEY MAC) ;

|

I

| SecretKey secretKey = keyGenerator. generateKey () ;
| return encryptBASE64 (secretKey. getEncoded()) ;
L

HMAC fin

@param data
@param key
@return

@throws Exception

*/
public static bytel] encryptHMAC (bytel] data, String key) throws Exception {
SecretKey secretKey = new SecretKeySpec (decryptBASE64 (key), KEY MAC) ;

Mac mac = Mac. getInstance (secretKey. getAlgorithm()) ;

|
|
|
| mac. init (secretKey) ;
|
| return mac. doFinal (data) ;
|

b
AN EEEE, Wk
import java.security.MessageDigest;
import javax.crypto. KeyGenerator;
import javax.crypto.Mac;

import javax.crypto. SecretKey;

import sun.misc. BASE64Decoder;
import sun.misc. BASE64Encoder;

EE /s
FERE =544 http://www. bt285. cn http://www. fengl23. com

*

%

* @author Fihk
% @version 1.0
% @since 1.0

|
|
|
|
|
L %/



EEpublic abstract class Coder {

|
|
|
e

1

1

1

1

|
|
|
|
|
|
|
|
|
L
|
|
=
|
|
|
|
|
L
=
|
L
|
=
|
|
|
|
|
L
=
|
L
|
=
|
|
|
|

public static final String KEY SHA = ”SHA”;
public static final String KEY MD5 = ”“MD5”;

Ve

MACTHE AT L LA T 2 FhBE

%k

k

* <{pre>
* HmacMD5

* HmacSHA1

* HmacSHA256

* HmacSHA384

* HmacSHAH12

* {/pre>

*/

public static final String KEY MAC = “HmacMD5”;

Vs
BASEG4 fi# %

@param key

@return

EE R N

@throws Exception

*/

public static bytel[] decryptBASE64(String key) throws Exception {
return (new BASE64Decoder()). decodeBuffer (key) ;

Vs
BASEG4 Jins

@param key

@return

EE N

@throws Exception

*/

public static String encryptBASE64 (byte[] key) throws Exception {
return (new BASE64Encoder()). encodeBuffer (key) ;

Vs
* MD5 fn
*

* @param data

* @return



* @throws Exception
*/
£ public static bytel[] encryptMD5(byte[] data) throws Exception {

=+

MessageDigest mdb = MessageDigest. getInstance (KEY MD5) ;
md5. update (data) ;

return md5. digest () ;

1

Ve

* SHAINZ

*

* @param data

% @return

* @throws Exception

*/

Bl public static bytel] encryptSHA(byte[] data) throws Exception {

|

F

=)

|

|

|

|

|

|

F

|

(=)

|

|

|

|

|

F

(=)

|

| MessageDigest sha = MessageDigest. getInstance (KEY SHA) ;
| sha. update (data) ;
|
|
|
F
|
(=)
|
|
|
|
F
(=)
|
|
|
|
F
|
(=)
|
|
|

return sha. digest();

1

/%%

* MU HMACES £

*

* @return

* @throws Exception

*/

* public static String initMacKey() throws Exception {
KeyGenerator keyGenerator = KeyGenerator. getInstance (KEY MAC) ;

SecretKey secretKey = keyGenerator. generateKey () ;
return encryptBASE64 (secretKey. getEncoded()) ;

[k
* HMACHI %
%k

* @param data



* @param key
* @return
* @throws Exception

*/

BT ~———

public static bytel] encryptHMAC (byte[] data, String key) throws Exceptio

=]

| SecretKey secretKey = new SecretKeySpec (decryptBASE64 (key), KEY MAC) ;

Mac mac = Mac. getInstance (secretKey. getAlgorithm()) ;

mac. init (secretKey) ;

return mac. doFinal (data) ;

—

FEES H— I

import static org. junit. Assert. *;

import org. junit. Test;

/%

*

* @Qauthor A% http://www. fengl23. com
* @version 1.0

* @since 1.0

*/
public class CoderTest {

@Test
public void test() throws Exception {
String inputStr = “fajEin=";
System. err. println (“Jfi3:\n” + inputStr);

byte[] inputData = inputStr. getBytes();
String code = Coder. encryptBASE64 (inputData) ;

System. err. println ("BASE64 %5 J5:\n” + code) ;

bytel[] output = Coder. decryptBASE64 (code) ;


http://softtest.chinaitlab.com/
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String outputStr = new String(output);
System. err. println ("BASE64 f#%%5 )5 :\n” + outputStr) ;

// BiiF BASE64 Jinas figt s — bk
assertEquals (inputStr, outputStr);

// Bl MD5 3 F+[A] — N AN & 5 — 2
assertArrayEquals (Coder. encryptMD5 (inputData), Coder
. encryptMD5 (inputData)) ;

// Bk SHA 6 F[R]— P A & 15— 2
assertArrayEquals (Coder. encryptSHA (inputData), Coder
. encryptSHA (inputData)) ;

String key = Coder. initMacKey () ;
System. err. println ("Mac #4H:\n” + key) ;

// AR HVAC TR — 7, AP 22k
assertArrayEquals (Coder. encryptHMAC (inputData, key),
Coder. encryptHMAC (
inputData, key));

BigInteger md5 = new Biglnteger (Coder. encryptMD5 (inputData)) ;
System. err. println (“MD5:\n” + md5. toString(16)) ;

BigInteger sha = new Biglnteger (Coder. encryptSHA (inputData)) ;
System. err. println (“SHA:\n” + sha. toString(32)) ;

Biglnteger mac = new Biglnteger (Coder. encryptHMAC (inputData,
inputStr)) ;
System. err. println ("HMAC:\n” + mac. toString(16)) ;

PR RIBAI A P 5k, f I3 T DES K s 5k
DES

DES-Data Encryption Standard, BUACHEINa 5. A& IBM AT 1975 ERFFUR TN T
NFFRFHT . DES HVEHIN O SHE =1 Key. Data. Mode. H:H' Key b 8 773 64 47,
s& DES VLM TAE ;. Data (104 8 ANF4Y 64 7, S ZEMl N sl il % 1024k s Mode 4y
DES B LAE7 2, A PP N s .

DES S92t 64 AL W SCA A BRAS Ny 64 (L fF 3 S i b, B P s Pl 2 64 .



Wi java ARMSSZEL TR

import java. security. Key;

import java. security. SecureRandom;

import javax. crypto. Cipher;
import javax.crypto.KeyGenerator;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

import javax.crypto. spec. DESKeySpec;

|« DES#Z&migZHff author by http://www. bt285. cn http://www. 5a520. cn

EE /%

|«

| * <pre>

| %

| * DES key size
|« DESede (TripleDES) key size
| * AES key size
256 bits may not be available

| * Blowfish key size
om 32 to 448 (inclusive)

| * RC2 key size
| % RC4 (ARCFOUR) key size

must be
must be

must be

must be

must be

must be

¥ DES. DESede (TripleDES, #t/& 3DES) . AES. Blowfish. RC2. RC4 (ARCFOUR)

equal to 56
equal to 112 or 168
equal to 128, 192 or 256, but 192 and

multiple of 8, and can only range fr

between 40 and 1024 bits
between 40 and 1024 bits

| * AN F2ICE JDK Document http:// -

/docs/technotes/guides/security/SunProviders. html

*

{/pre>

|

| %

| % @author oLy 5/
| * @version 1.0
| * @since 1.0
L*/

EEpublic abstract class DESCoder extends Coder {

BE /x

| % ALGORITHM %3 <br>

O LU MER ML, i key H N size AH M S

| -

| -

| * <{pre>
| -

| -

|

DES key size must be equal to 56
DESede (TripleDES) key size must be equal to 112 or 168
* AES key size must be equal to 128, 192 or 256, but 192

and 256 bits may not be available


http://security.chinaitlab.com/

| * Blowfish key size must be multiple of 8, and can only rang
e from 32 to 448 (inclusive)

* DESKeySpec dks = new DESKeySpec (key) ;
* SecretKeyFactory keyFactory = SecretKeyFactory. getInstance (ALGORITHM) ;

| * RC2 key size must be between 40 and 1024 bits

| % RC4 (ARCFOUR) key size must be between 40 and 1024 bits

| * {/pre>

| ¢

| % ZEKey toKey (byte[] key) Jsikr fif il Fik At

| * <code>SecretKey secretKey = new SecretKeySpec (key, ALGORITHM) ;</code>
i

| * <{code>

|

|

| * SecretKey secretKey = keyFactory. generateSecret (dks) ;
| * {/code>

*/

public static final String ALGORITHM = "DES”;

I

Vs

* FEHs i <br>

*

* @return
* @throws Exception
*/
Bl private static Key toKey(byte[] key) throws Exception {
DESKeySpec dks = new DESKeySpec (key) ;
SecretKeyFactory keyFactory = SecretKeyFactory. getInstance (ALGORITHM)

F
|
|
(=)
|
|
| * @param key
|
|
F
(=)
|
|

| SecretKey secretKey = keyFactory. generateSecret (dks) ;

|
| // A I AR I VAR, WIAES. BlowfishZe AR, A R EH: L

* @param data
* @param key

B =47

| // SecretKey secretKey = new SecretKeySpec (key, ALGORITHM) ;
|

| return secretKey;
ooy

|

B/

Y

| s

|

|

|

* @return



1

* @throws Exception

*/
public static bytel] decrypt(byte[] data, String key) throws Exception {
Key k = toKey(decryptBASE64 (key)) ;

Cipher cipher = Cipher. getInstance (ALGORITHM) ;
cipher. init (Cipher. DECRYPT MODE, k)

return cipher. doFinal (data) ;

Vs

hns

k
k
* @param data
* @param key

* @return

k

@throws Exception

*/

public static bytel] encrypt(byte[] data, String key) throws Exception {
Key k = toKey(decryptBASE64 (key)) ;

Cipher cipher = Cipher. getInstance (ALGORITHM) ;

cipher. init (Cipher. ENCRYPT MODE, k)

return cipher. doFinal (data) ;

Vs
* AR ]
*

* @return

* @throws Exception

*/

public static String initKey() throws Exception {
return initKey(null);



| * @param seed

| % @return

| * @throws Exception

oo

EHE public static String initKey(String seed) throws Exception {
|

|

=)

|

SecureRandom secureRandom = null;

I

if (seed != null) {
secureRandom = new SecureRandom(decryptBASE64 (seed)) ;

G } else {
|
- }

secureRandom = new SecureRandom() ;

KeyGenerator kg = KeyGenerator. getInstance (ALGORITHM) ;
kg. init (secureRandom) ;

SecretKey secretKey = kg. generateKey () ;

return encryptBASE64 (secretKey. getEncoded()) ;
F
H

FELE E— AN, AT MD5 DL A SHA X440 B s A= pl 2 41, 3% 02 LA LI
S T 2

PGS A

import static org. junit. Assert. *;

import org. junit. Test;

* @author by http://www.bt285. cn http://www. 5a520. cn
% @version 1.0
* @since 1.0

Hpublic class DESCoderTest {

@Test
B public void test() throws Exception {
String inputStr = “DES”:
String key = DESCoder. initKey () ;


http://softtest.chinaitlab.com/

System. err. println ("Jf3:\t” + inputStr);
System. err. println ("%4H:\t” + key) ;

byte[] inputData = inputStr. getBytes() ;
inputData = DESCoder. encrypt (inputData, key)

|
|
|
|
|
|
|
| System. err. println ("%

JG:\t” + DESCoder. encryptBASE64 (inputData)) ;

byte[] outputData = DESCoder. decrypt (inputData, key):
String outputStr = new String(outputData) ;

System. err. println "f#%5)5:\t” + outputStr) ;

assertBquals (inputStr, outputStr);

|

|

|

|

|

|

|
o
L

}
CEEEINOL R SR/
Jf3C:  DES

225, £3wEtRrV6q0=

T J5 « C6qe9oNTzZRY=

i )i« DES

M S A R, FRATRENS LXDIn s« il Jm 4R — 2. IX0e b il B i s it o
Jid, R A

52 DES #51R 2[Rl 5.2, 1 DESede (TripleDES)  AES. Blowfish.RC2. RC4 (ARCFOUR) «
KA Z A T, KE/NSE, HEEHhi ALGORITHM # ond W A, R I — MRS 2 4
SecretKey secretKey = new SecretKeySpec (key, ALGORITHM) ; #EnlLLT, dbAbuwlds
AKEARRFT

/%

* DES key size must be equal to 56

* DESede (TripleDES) key size must be equal to 112 or 168

* AES key size must be equal to 128, 192 or 256, but 192 and 256 bits

may not be available

* Blowfish key size must be multiple of 8, and can only range from 32 to



448 (inclusive)

* RC2 key size must be between 40 and 1024 bits
* RC4 (ARCFOUR) key size must be between 40 and 1024 bits
%%/

% T DES, FRATIEHNIEST DESede (TripleDES, #ii& 3DES) . AES. Blowfish. RC2. RC4
(ARCFOUR) Z5Z Fhxf A nas Jy =, HseIly 2OKIR /N, 3 B FRIn 8 1 o — ANk
—PBE

PBE

PBE Password-based encryption (GET#ghnw) . HAFSETHOLSHH I HAXE
B, NMEBATATEEGAAR, SRAIBEAIE G FRATIISERD v 2 51 s 45 7 iR S 10
A RS 0N =

T

M java AR SEBLUIT

import java. security. Key;

import java.util.Random;

import javax. crypto. Cipher;

import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;
import javax.crypto. spec. PBEKeySpec;
import javax.crypto. spec. PBEParameterSpec;

EE /%

| * PBEZABAILE http://www. bt285.cn  http://www. 5a520. cn
|«

| % @author LY /R

| % @version 1.0

| % @since 1.0

L */

EBpublic abstract class PBECoder extends Coder {

EIE /%%

SRR — MRS

<{pre>

PBEWi thMD5AndDES

PBEWi thMD5AndTripleDES
PBEWi thSHA1AndDESede
PBEWi thSHA1AndRC2_40
<{/pre>

EE O R R R

Y


http://security.chinaitlab.com/
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public static final String ALGORITHM = “PBEWITHMD5andDES”;

|

|
BB/

| sk

| s

| * @return

| * @throws Exception

o

BB public static bytel[] initSalt() throws Exception {
| byte[] salt = new byte[8];

| Random random = new Random() ;

| random. nextBytes (salt) ;

|
F
|

return salt;

BB/

| DD

| s

| * @param password

| % @return

| * @throws Exception

Y

EHE private static Key toKey(String password) throws Exception {

| PBEKeySpec keySpec = new PBEKeySpec (password. toCharArray()) ;

| SecretKeyFactory keyFactory = SecretKeyFactory. getInstance (ALGORITHM)

| SecretKey secretKey = keyFactory. generateSecret (keySpec) ;

| return secretKey;

o)

|

B/

|

| ¢

| * @param data
|« Hedfs
| * @param password
|« il
| * @param salt

| % h

| % @return

| * @throws Exception
oo

|

public static bytel] encrypt(byte[] data, String password, bytel] salt)



El throws Exception {
Key key = toKey (password) ;

PBEParameterSpec paramSpec = new PBEParameterSpec(salt, 100);
Cipher cipher = Cipher. getInstance (ALGORITHM) ;
cipher. init (Cipher. ENCRYPT MODE, key, paramSpec);

return cipher. doFinal (data) ;

k

k

* @param data
s Al

* @param password

* T

* @param salt

s th

% @return

* @throws Exception

*/

public static bytel] decrypt(byte[] data, String password, bytel] salt)

Bl throws Exception {
Key key = toKey (password) ;
PBEParameterSpec paramSpec = new PBEParameterSpec(salt, 100);
Cipher cipher = Cipher. getInstance (ALGORITHM) ;

cipher. init (Cipher. DECRYPT MODE, key, paramSpec) ;

return cipher. doFinal (data) ;

FEES Y — DI

import static org. junit.Assert. *;


http://softtest.chinaitlab.com/

import org. junit. Test;

EIE /ok

|«

| % @author 2 http://www. 5a520. cn http://www. fengl23. com

| % @version 1.0

| % @since 1.0

L */

ElEpublic class PBECoderTest {

|

| @Test

[ public void test() throws Exception {
String inputStr = “abc”;
System. err. println("JR3: ” + inputStr);
byte[] input = inputStr. getBytes();

”

String pwd = “efg”;

”

System. err. println ("% : 7 + pwd) ;

PBECoder. initSalt () ;

byte[] salt
byte[] data = PBECoder. encrypt (input, pwd, salt);
System. err. println ("% J5: ~ + PBECoder. encryptBASE64 (data)) ;

bytel[] output = PBECoder. decrypt (data, pwd, salt);
String outputStr = new String(output);

System. err. println ("f#%f5: ” + outputStr) ;
assertEquals (inputStr, outputStr);

=
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
F
|
L

}
}
et ISR IR
JisC:  abe
. efg

N2 5. iCZOuRtaAhE=

it J5: abc



RSA

RPPENE 1978 WUt IL T, B EERE T Bt s e T H 7 2 4 I .
'© o TR RRERAE, WARRAT. BEM AT UUR I 4 A4 RonRivest, AdiShamir
FiLeonard Adleman. SXFf N2 55 4 s B AR AR,  FSCERATTE BIDES A — /5%
o AT HA - CYLE, RZIUPIRE T, Bt A2 e T RSAFIN A LTI,
ANHGF . RN SCRECF R4 o B84 I AR T, ARl ok I B s A TR . A O
Bl AL TR b A 2

REDIEIIE
Lo ORI, R L7, KRR .

2« WS IRGIINE Bt , R RIS N 5 B4, Kikss L0724 LN
WEREEE; ST AP B4 ORKAER A 2 AR WERAT AL 2 Hx Kt il

o

2

3. LI AP E LS, W AR i i iR TS E B, i
EIN Rl o

I java ARSI

import java. security. Key;

import java. security. KeyFactory;

import java. security. KeyPair;

import java. security.KeyPairGenerator;

import java. security.PrivateKey;

import java. security.PublicKey;

import java. security.Signature;

import java. security. interfaces. RSAPrivateKey;
import java.security. interfaces. RSAPublicKey;

import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

import java.util.HashMap;

import java.util.Map;

import javax. crypto. Cipher;

EIE /s

* RSAZAYwht 2 1
*
* @author % http://www. bt285. cn http://www. 5a520. cn

* @version 1.0



http://security.chinaitlab.com/
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I % @since 1.0

L */

ElElpublic abstract class RSACoder extends Coder {

public static final String KEY ALGORITHM = ”“RSA”;

public static final String SIGNATURE ALGORITHM = “MD5withRSA”;

private static final String PUBLIC KEY = "RSAPublicKey”;
private static final String PRIVATE KEY = “RSAPrivateKey”;

-

/%K

IRV S B 72544

@param data
e
@param privateKey

B

@return

K OX K X X K K X X

@throws Exception

/

*

|
I
I
|
I
|
=
I
|
I
|
I
I
|
I
I
F
=

public static String sign(byte[] data, String privateKey) throws Exception {

// f#2 Hbase64 Jm i H)FALH
byte[] keyBytes = decryptBASE64 (privateKey) ;

// FiEPKCS8EncodedKeySpec X%
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec (keyBytes) ;

// KEY_ALGORITHM & %2 [ s Sk
KeyFactory keyFactory = KeyFactory. getInstance (KEY ALGORITHM) ;

// HURAEHRE X 5
PrivateKey priKey = keyFactory. generatePrivate (pkcs8KeySpec) ;

// RS BA 725 44
Signature signature = Signature. getInstance (SIGNATURE ALGORITHM) ;
signature. initSign (priKey) ;

return encryptBASE64 (signature. sign()) ;

-

/%K

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I signature. update (data) ;
|
|
F
|
=)
| BT EA



-

-

@param data
IR

@param publicKey
AN

@param sign

Qreturn % IR [Pltrue Mk [P false

@throws Exception

K OX K K X K K X K K X

*/
public static boolean verify(byte[] data, String publicKey, String sign)
throws Exception {

// i dibase64 4wt 1) 2%
byte[] keyBytes = decryptBASE64 (publicKey) ;

// FiEX509EncodedKeySpec ki %
X509EncodedKeySpec keySpec = new X509EncodedKeySpec (keyBytes) ;

// KEY_ALGORITHM & %2 [ s Sk
KeyFactory keyFactory = KeyFactory. getInstance (KEY ALGORITHM) ;

[/ BRSNS
PublicKey pubKey = keyFactory. generatePublic (keySpec) ;

Signature signature = Signature. getInstance (SIGNATURE ALGORITHM) ;
signature. initVerify (pubKey) ;
signature. update (data) ;

// BUE A AT IR
return signature. verify (decryptBASE64 (sign)) ;

/%K
fift % <br>
A2 http://www. 5a520. cn http://www. fengl23. com

@param data
@param key

@return

B SR SO SR G R

@throws Exception

*/
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public static bytel[] decryptByPrivateKey(bytel[] data, String key)
throws Exception {
/] R B
byte[] keyBytes = decryptBASE64 (key) ;

/! BAFFAY]

PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec (keyBytes) ;

KeyFactory keyFactory = KeyFactory. getInstance (KEY ALGORITHM) ;
Key privateKey = keyFactory. generatePrivate (pkcs8KeySpec) ;

/] B YR AR
Cipher cipher = Cipher. getInstance (keyFactory. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, privateKey) ;

return cipher. doFinal (data) ;

/%K
* i <br>
* FHFAEH AR %
*
* @param data
* @param key
* @return
* @throws Exception
*/
public static bytel] decryptByPublicKey(bytel[] data, String key)
throws Exception {
/] R E R
byte[] keyBytes = decryptBASE64 (key) ;

/] BAFAH
X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = KeyFactory. getInstance (KEY ALGORITHM) ;
Key publicKey = keyFactory. generatePublic (x509KeySpec) ;

/] B YR AR
Cipher cipher = Cipher. getInstance (keyFactory. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, publicKey) ;

return cipher. doFinal (data) ;

/%K
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e <br>
FHA8H s

b

@param data
@param key

@return

K OX K K X K X

@throws Exception
*/
public static bytel[] encryptByPublicKey(byte[] data, String key)

-

throws Exception {
/] RN
byte[] keyBytes = decryptBASE64 (key) ;

/] AT AHH

X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = KeyFactory. getInstance (KEY ALGORITHM) ;

Key publicKey = keyFactory. generatePublic (x509KeySpec) ;

/] R I
Cipher cipher = Cipher. getInstance (keyFactory. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, publicKey) ;

return cipher. doFinal (data) ;

-

/%K
* I <br>
FHAVER I

k

%k

* @param data
* @param key

* @return

* @throws Exception

*/
public static bytel] encryptByPrivateKey (byte[] data, String key)

-

throws Exception {
[/ B AR
byte[] keyBytes = decryptBASE64 (key) ;

// B
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = KeyFactory. getInstance (KEY ALGORITHM) ;
Key privateKey = keyFactory. generatePrivate (pkcs8KeySpec) ;
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1+
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-

// R I
Cipher cipher = Cipher. getInstance (keyFactory. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, privateKey) ;

return cipher. doFinal (data) ;

/%K
* HAFFAEH
*
* @param keyMap
* @return
* @throws Exception
*/
public static String getPrivateKey (Map<String, Object> keyMap)
throws Exception {
Key key = (Key) keyMap. get (PRIVATE KEY) ;

return encryptBASE64 (key. getEncoded()) ;

/%K
* AR AH
*
* @param keyMap
* @return
* @throws Exception
*/
public static String getPublicKey (Map<String, Object> keyMap)
throws Exception {
Key key = (Key) keyMap. get (PUBLIC KEY) ;

return encryptBASE64 (key. getEncoded()) ;

/%%
* HiptE Y]
*
* @return
* @throws Exception
%/
public static Map<String, Object> initKey() throws Exception {
KeyPairGenerator keyPairGen = KeyPairGenerator
. getInstance (KEY ALGORITHM) ;



keyPairGen. initialize (1024) ;

KeyPair keyPair = keyPairGen. generateKeyPair () ;

// N
RSAPublicKey publicKey = (RSAPublicKey) keyPair.getPublic();

// FAEH
RSAPrivateKey privateKey = (RSAPrivateKey) keyPair. getPrivate();

Map<String, Object> keyMap = new HashMap<String, Object>(2);
keyMap. put (PUBLIC KEY, publicKey);

keyMap. put (PRIVATE KEY, privateKey) ;
return keyMap;

= == == = == = = |7

FEEE H— DI

import static org. junit.Assert. *;

import org. junit. Before;

import org. junit. Test;
import java.util.Map;

EE /%«
*
* @author 4% http://www. bt285.cn http://www. guihua. org
% @version 1.0
% @since 1.0
*/
Epublic class RSACoderTest {
private String publicKey;

private String privateKey;

@Before
] public void setUp() throws Exception {
Map<String, Object> keyMap = RSACoder. initKey () ;

=

publicKey = RSACoder. getPublicKey (keyMap) ;
privateKey = RSACoder. getPrivateKey (keyMap) ;

|
|
|
|
L
=
I
|
|
B
I
|
|
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System. err. println ("2 43: \n\r” + publicKey);
System. err. println ("FA%H: \n\r” + privateKey) ;
}

|
|
F
|
| @Test

EE] public void test() throws Exception {

System. err. println ("APIINE—RPIHE") ;
String inputStr = “abc”;

byte[] data = inputStr. getBytes();

byte[] encodedData = RSACoder. encryptByPublicKey (data, publicKey) ;

byte[] decodedData = RSACoder. decryptByPrivateKey (encodedData,
privateKey) ;

String outputStr = new String(decodedData) ;

”

|
|
|
|
|
|
|
|
|
|
| System. err. println ("IN HT: ~ + inputStr + “\n\r” + “fi#%%
Jg: 7 + outputStr) ;

assertBquals (inputStr, outputStr);
}

|

|

F

|

| @Test
EHE public void testSign() throws Exception {
|

|

|

|

|

System. err. println ("FAEHINZE WHEE") ;
String inputStr = “sign”;
byte[] data = inputStr. getBytes();

byte[] encodedData = RSACoder. encryptByPrivateKey (data, privateKey);

byte[] decodedData = RSACoder
. decryptByPublicKey (encodedData, publicKey)

String outputStr = new String(decodedData) ;
+ inputStr + “\n\r” + "=

”

| System. err. println ("IN R :
JG: 7 + outputStr) ;
assertEquals (inputStr, outputStr);

|

|

| System. err. print1n ("FAEHZ 44 WNHEARZST) ;

| /] PR,

| String sign = RSACoder. sign(encodedData, privateKey) :
|
|

System. err. println ("2544:\r” + sign);



// B4
boolean status = RSACoder. verify (encodedData, publicKey, sign);
System. err. println (WIRZ&:\r” + status);

assertTrue (status) ;

—

Console /15

N

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCYU/+10+2z1aB15X6DUUOHQ7FZpmBSDbKT tx89 ]
EcB64 jFCkunELT8qiK1y7fzEqD03g8AL1uSXvX+bBqHFy7YPJ JPOekE2X3w jUnh2Nx1qpH3/B/xm
1ZdS1CwDIkbi jhBVDjA/bubBObhZqQmDwIx1QInL90oVz+o6FbAZCyHBd7wIDAQAB

ISR

MIICdgIBADANBgkqhkiGI9wWOBAQEFAASCAmAwgg JcAgEAAOGBAJhT/4 jT7PVoGX1foNRQ4dDsVmmY
FINspO3HzOkRwHr iMUKS6¢cQtPyqIqXLt/MSoPTeDwAuW71e9f5sGocXLtg8kk/R6QTZICNSeHY3
GWakf£8H/GbV1 1KULAMi RuKOEFUOMD9u7kE5uFmpCYPA jGVA1 cv2hXP6 joVsBKLIcF3vAgMBAAEC
gYBvZHWoZHmS2EZQqKqeuGr58eobG9hcZzWQo J4nqg/CarBA jw/VovUHE490uK3S9ht4FW7Yzg3LV
/MBO6Huifh6qf/X9INQATSeZRRC8gnCQk6 JuDIEV JOud5 jU+9tyumJakDKodQ3 J£2zQtNr+5ZdEP1
uwWgv9c4kmp jhAdyMuQmYQJBANn6pcgvyYaiab2dnu+yBUsGkaFfwXkzFSExIbiOMXTkhEb/ER/D
rLytukkUubS5ecz/KBa8U4xI1s1ZDYQbLz5ECQQCY5dut t 7RsxN4+dxCWn0/1FrkW12G329Ucewm3
QUICKu4D+7Kqd j+Ha31XP8FOEtaaapi 7+EfkRUpukn2ItZV/AKEA1k+I10iphxT1rCBOQ5C jWDY5S
Df2B5JmdEG5Y200nLXwG2w440Lct/k2uD4cEculTY5Dvi /4B tMCZwm/dnhEgQJACIkt JSn JwxLV
09dchENPt1sCMIC/Sd2EWpqISSUlmfugZb JBwR5pQ5XeMUqKeXZYpP+HEB j1nS+tMH9u2/IGEwJA
fL.8mZiZXan/oBKrb1Abp1NcKWGRVD/3y65042PAEeghah] JMiYquV5DzZa juuTOwb J5xQuZB0O1+X
nfpFpBJ2dw==

NI ——R A
JN%HT: abe

fift % J5 . abc
INEH

MIGEfMAOGCSqGSIb3DQEBAQUAA4GNADCB1QKBgQDd0 j40yEB48XgWxmPILmJAc7Uec INTF32etSHF
9rwbuEh3+1iTPOGSxhoSQpOEDOvOb0ZIMkBXZSgsxLaBSin2RZ0O9YKWR jtpCAOkDkiD11gj4tzTiM
19qqlkwSK7ZkGAgodEn3y I ILVmQDUEImHOXFtulvJ71ka07u3LuwUNdB/wIDAQAB

-



MITCdwIBADANBgkghkiGI9wOBAQEFAASCAmEwgg JdAgEAAoGBANOGP jTIQH jxepbGY8guYkBztR5w
g3sXfZ611cX2vBu4SHE6 JM84ZLGGh JCk4QPS85vRkgyQFd1KCzEtoFKKEZFnT1gpZGO2k IDSQOST
PXWCP1i3NOIyX2qrWTBIrtmQYCChOSTTIggtWZA04QiYc5cW26W8nvWRrTu7cu7BQ10H/AgMBAAEC
gYEAZz2JWBiz jI31bghP4XiP9PuY5F3vgBWAT+L9cFbQiyumK]Jc58yzTWUAUGKI In3enXLG7dNgGr
mb Jro4JeFIJ3CiVDpXRI+F1ulgl4SXm710GKF2NOMA9LREFu82W+pLfpTN2y2SalL.YWEDZyp53BxY
39gUxaxi1MQs+C1ZgDF2xmECQQDy70bQntbRfysP+ppCtd56YRNES1 TyekwOwryS2tr+ivQJ17JF
gpbrPAOXpgrq36xHDwUspQ0sJ0v jO07ywxr 1AkEA6SAaLhr J JrYucCO jxwAhUYyaPN+aOsWymaRh
93jA/WcOwp29SbGTh5CcMuGpXml gOM+FKW3dGiHgS3rVUKimdow JAbnxgapUzAgi i HxxMeDaavnHW
9C2Grt js07qtZ0TgYI/1uT81itvZW81 JTF+90W8/qXE76£X17ai9dFnl5kzMk2QJBALfHz /vCsArt
mkRiwY6zApE4Z6tP11V33ymSVovvUzHn0dD1SKQdD5t+UV/crb3QVi8EDOt2BO0u0ZSPLDT/D7kMC
QDpwd j9k2F5a0k LHBHUN JPFDAp7a5QMaT64gv/d481TJ68Co+voWzLMpz JBYXK6PAtqIhxbuPEc2
12k 1Afmrwyw=
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Bn%EHT: sign
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It java ARSI

import java. security. Key;
import java. security. KeyFactory;
import java. security. KeyPair;
import java. security.KeyPairGenerator;
import java. security.PublicKey;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;
import java.util.HashMap;

import java.util.Map;

import javax. crypto. Cipher;

import javax.crypto.KeyAgreement;

import javax. crypto. SecretKey;

import javax.crypto. interfaces. DHPrivateKey;
import javax. crypto. interfaces. DHPublicKey;

import javax. crypto. spec. DHParameterSpec;

B/
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|«

| % @author ZHM: - http://www. bt285. cn http://www. 5a520. cn
| * @version 1.0

| *% @since 1.0

L %/

ElEpublic abstract class DHCoder extends Coder {

| public static final String ALGORITHM = “DH”;

|
EIE] /%

* BRIAT P17 8k

<{pre>

DH

Default Keysize 1024

Keysize must be a multiple of 64, ranging from 512 to 1024 (inclusive)
{/pre>

* X K K X ¥

private static final int KEY SIZE = 1024;

I
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I

I

I

I

I
o
I

I
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| s DHNEE 753 — ot AR B8 S35 B0 Inas , 33X HL 3R AT 146 FHIDES, 4 7T LU P At %o ko
public static final String SECRET ALGORITHM = ”“DES”;

private static final String PUBLIC KEY = “DHPublicKey”;
private static final String PRIVATE KEY = “DHPrivateKey”;

=
s LA R 7 5 5

*

* @throws Exception
*/
* public static Map<String, Object> initKey() throws Exception {
KeyPairGenerator keyPairGenerator = KeyPairGenerator
. getInstance (ALGORITHM) ;
keyPairGenerator. initialize (KEY SIZE);

KeyPair keyPair = keyPairGenerator. generateKeyPair () ;

/! WA
DHPublicKey publicKey = (DHPublicKey) keyPair.getPublic();

F
|
|
|
|
=
|
|
| * @return
|
F
=
|
|
|
|
|
|
|
|
|
|

// WITR
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DHPrivateKey privateKey = (DHPrivateKey) keyPair.getPrivate();

Map<String, Object> keyMap = new HashMap<String, Object>(2);

keyMap. put (PUBLIC KEY, publicKey) ;
keyMap. put (PRIVATE KEY, privateKey);
return keyMap;

/%%

* Y1 &7 %

*

* @param key

: N

* @return

* @throws Exception

*/

public static Map<String, Object> initKey(String key) throws Exception {
/] RN T A
byte[] keyBytes = decryptBASE64 (key) ;
X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = KeyFactory. getInstance (ALGORITHM) ;
PublicKey pubKey = keyFactory. generatePublic (x509KeySpec) ;

// R T N LT
DHParameterSpec dhParamSpec = ((DHPublicKey) pubKey). getParams() ;

KeyPairGenerator keyPairGenerator = KeyPairGenerator
. getInstance (keyFactory. getAlgorithm()) ;

keyPairGenerator. initialize (dhParamSpec) ;

KeyPair keyPair = keyPairGenerator. generateKeyPair () ;

/] LT
DHPublicKey publicKey = (DHPublicKey) keyPair.getPublic();

/] LT
DHPrivateKey privateKey = (DHPrivateKey) keyPair.getPrivate();

Map<String, Object> keyMap = new HashMap<String, Object>(2);

keyMap. put (PUBLIC KEY, publicKey) ;
keyMap. put (PRIVATE KEY, privateKey);



return keyMap;

-

/%K
s <br>

@param data

A I B
@param publicKey
5~
@param privateKey
LI R

@return

K OX K K X K K X K X

@throws Exception
*/
public static bytel[] encrypt(byte[] data, String publicKey,

-

String privateKey) throws Exception {

/] A B B
SecretKey secretKey = getSecretKey (publicKey, privateKey)

Cipher cipher = Cipher. getInstance (secretKey. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, secretKey) ;

return cipher. doFinal (data) ;

I
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/N
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=

N

@param data

Sy e
@param publicKey
AV N E|
@param privateKey
LI R

@return

EBEE SR SO S G SR R SIS

@throws Exception
*/
public static bytel[] decrypt(byte[] data, String publicKey,

-

String privateKey) throws Exception {
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-

SecretKey secretKey = getSecretKey (publicKey, privateKey)

/] B AR

Cipher cipher = Cipher. getInstance (secretKey. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, secretKey) ;

return cipher. doFinal (data) ;

/%K

afE R

*
%k
% @param publicKey
X N

* @param privateKey
S FLEH

* @return

%k

@throws Exception
*/
private static SecretKey getSecretKey(String publicKey, String privateKey)

throws Exception {
/] WA
byte[] pubKeyBytes = decryptBASE64 (publicKey) ;

KeyFactory keyFactory = KeyFactory. getInstance (ALGORITHM) ;
X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec (pubKeyBytes) ;
PublicKey pubKey = keyFactory. generatePublic (x509KeySpec) ;

/] WA FAEH
bytel[] priKeyBytes = decryptBASE64 (privateKey) ;

PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec (priKeyBytes) ;
Key priKey = keyFactory. generatePrivate (pkcsS8KeySpec) ;

KeyAgreement keyAgree = KeyAgreement. getInstance (keyFactory
.getAlgorithm()) ;

keyAgree. init (priKey) ;

keyAgree. doPhase (pubKey, true);

/] A H B
SecretKey secretKey = keyAgree. generateSecret (SECRET ALGORITHM) ;

return secretKey;
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/%%

* HUG A

*

* @param keyMap

* @return

* @throws Exception

*/

public static String getPrivateKey (Map<String, Object> keyMap)

throws Exception {
Key key = (Key) keyMap. get (PRIVATE KEY) ;

return encryptBASE64 (key. getEncoded()) ;

/%%

* B~

*

* @param keyMap

* @return

* @throws Exception

*/

public static String getPublicKey (Map<String, Object> keyMap)

throws Exception {
Key key = (Key) keyMap. get (PUBLIC KEY) ;

return encryptBASE64 (key. getEncoded()) ;

FEES Y — IS

import static org. junit. Assert. *;
import java.util.Map;

import org. junit. Test;

EIE /%
|«

| % @author g http://www. bt285. cn http://www. fengl23

com

| % @version 1.0
| % @since 1.0
L %/
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Elfpublic class DHCoderTest {

e

@Test
public void test() throws Exception {

/] R T B L

Map<String, Object> aKeyMap = DHCoder. initKey () ;
String aPublicKey = DHCoder. getPublicKey (aKeyMap) ;
String aPrivateKey = DHCoder. getPrivateKey (aKeyMap) ;

System. err. println "7 A8 :\r” + aPublicKey) ;
System. err. println "HF 7 FAEH :\r” + aPrivateKey) ;

[/ HFR T N A B L

Map<String, Object> bKeyMap = DHCoder. initKey (aPublicKey) ;
String bPublicKey = DHCoder. getPublicKey (bKeyMap) ;

String bPrivateKey = DHCoder. getPrivateKey (bKeyMap) ;

System. err. println ("Z 7 A% :\r” + bPublicKey) ;
System. err. println ("Z /758 :\r” + bPrivateKey) ;

String alnput = “abc ”7;
System. err. println("JA3: 7 + alnput);

/) W NN, L7 FRAVHR S
byte[] aCode = DHCoder. encrypt (alnput. getBytes (), aPublicKey,
bPrivateKey) ;

/) BTN, BITRAVHMES
byte[] aDecode = DHCoder. decrypt (aCode, bPublicKey, aPrivateKey)
String aOutput = (new String(aDecode)) ;

System. err. println (“f#%: ” + aOutput) ;

assertEquals (alnput, aOutput);

28

System. err. println(” sk SR n s fid

”.

String blnput = “def ”;
System. err. println ("5 3 :

”

+ blnput) ;

// BTN, B FAHM S L
byte[] bCode = DHCoder. encrypt (bInput. getBytes(), bPublicKey,

aPrivateKey) ;



/) AR ANH, LT RVEHE
byte[] bDecode = DHCoder. decrypt (bCode, aPublicKey, bPrivateKey)
String bOutput = (new String(bDecode)) ;

”

System. err. println (“f#%: ” + bOutput) ;

assertEquals (bInput, bOutput);

—

FEHl a5

CIDINGER

MIHfMIGXBgkghkiG9wOBAwEwgYkCQQD8poL0 jhLKuibvzPcRD1 JtsHiwXt7LzR600g jzrhYXrgHz
W5Gkfm32NBPF4S7Q1ZvNEyrNUNmRUb3EPuc3WS4XAkBnhHGyepz0TukaScUUfbGpqv JESFpDTWSG
kx0tFCcbn jUDC3H9c90XkGmzLik1Yw4cIGI1TQ21iCmxBb1C+eUykAgIBgANDAA JAdAWBVmIzgcko
Ej6qF jLDL2+Y3FPq1liRbnOyOpD j71yKaK1K+FhTv04B0zy4DKcvAASV7/GvOW+bgqdmf fRkqrQ==

FJT AR -
MIHRAgEAMIGXBgkghkiGI9wOBAWEwWgYkCQQD8poL0 jhLKuibvzPcRD1 JtsHiwXt7LzR600g jzrhYX
rgHzW5Gkfm32NBPF4S7Q1ZvNEyrNUNmRUb3EPuc3WS4XAkBnhHGyepz0TukaScUUfbGpqv JESFpD
TWSGkx0tFCcbn jUDC3H9¢c90XkGmzLik1Yw4cIGI1TQ21CmxBb1C+eUykAgIBgAQyA JACJRfy1LyR
eHyD+4Hfb+xR0uoIGR10L919Nk6g2AAUaDPgEVWHNn+QXID13yL/uDos=

VA /R

MIHfMIGXBgkghkiG9wOBAWEwWgYkCQQD8poLO jhLKuibvzPcRD1 JtsHiwXt7LzR600g jzrhYXrgHz
W5Gkfm32NBPF4S7Q1ZvNEyrNUNmRUb3EPuc3WS4XAkBnhHGyepz0TukaScUUfbGpqv JES8FpDTWSG
kx0tFCcbn jUDC3H9c90XkGmzLik1Yw4cIGI1TQ21iCmxBb1C+eUykAgIBgANDAA JAVEYSTBA+I9nr
dWw30Bv475C+eBrWBBYqt0m6/eudp tuDQHwV4MmUtKAC2we2nNrdb1wmBhY 1X8RnWk J 1XmdDbQ==

LT RA:
MIHSAgEAMIGXBgkghkiGO9w0BAwEwWgYkCQQD8poL0 jhLKuibvzPcRD1 JtsHiwXt7LzR600g jzrhYX
rgHzW5Gkfm32NBPF4S7Q1iZvNEyrNUNmRUb3EPuc3WS4XAkBnhHGyepz0TukaScUUfbGpgv JESFpD
TWSGkx0tFCcbn jUDC3HI9c90XkGmzLik1Yw4cIGI1TQ21iCmxBblC+eUykAgIBgAQzA jEAqaZiCdXp
2iNpdB1HRa09ir70wo2n32xN11zIX19VLSPCDdeUWkgRv4CE j/8k+/yd

JE 3 abe
fi#t %% . abc
B R0 i 5
JESC: def
fift . def

&N RIRAI 4 DSA B3 2644, AR RN E 1K) 55— Fh s il



DSA

DSA-Digital Signature Algorithm +& Schnorr 1 ElGamal 2544 VLA, wiaEE
NIST ¥4 DSS (DigitalSignature Standard) . fRIEAMIVE, X205 S 2 5% IF 7 20,
HEE 24 . AR AN BH, A4 RIS AT 4, AHRAE
B 2544 o a0 SEEAR TN 44 AN UL C A R 56 E S0 ! 50725 44 A FH gt A 6 25t A A% B
HREPAPE L. B4, AR

1.

1 £ RERRILO

2: £AEA0




1: R AR S0

2: HEEE - #1iR0

W java ARG SZELAN T

3: AL EEREHEEED

import java. security. Key;

import
import
import
import
import
import
import
import
import
import
import
import

import

Ve

java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

Jjava.

security. KeyFactory;

security. KeyPair;

security. KeyPairGenerator;
security. PrivateKey;

security. PublicKey;

security. SecureRandom;

security. Signature;

security. interfaces. DSAPrivateKey;
security. interfaces. DSAPublicKey;
security. spec. PKCS8EncodedKeySpec;
security. spec. Xb09EncodedKeySpec;
util. HashMap;

util. Map;

DSAZZ 4= g 414+

@version 1.0

*
*
* @author %:H4
*
*

@since 1.0

*/
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public abstract class DSACoder extends Coder {
public static final String ALGORITHM = “DSA”;

/kk

BRINE 71 5L

<{pre>

DSA

Default Keysize 1024

Keysize must be a multiple of 64, ranging from 512 to 1024 (inclusive).
{/pre>

EE I I R R

*/
private static final int KEY SIZE = 1024;

/%K

* BRI T

*/

private static final String DEFAULT SEED = “0£22507a10bbddd07d8a3082122966e3” ;

private static final String PUBLIC KEY = ”“DSAPublicKey”;
private static final String PRIVATE KEY = “DSAPrivateKey”;

/kk

* FHRPIE B AR T4

@param data
PIEAE
@param privateKey

e

*
*
*
*
%
*
* @return
*

@throws Exception

*/

public static String sign(byte[] data, String privateKey) throws Exception {
// f#% 1 base64 Huit 1R HH

byte[] keyBytes = decryptBASE64 (privateKey) ;

// F4i& PKCS8EncodedKeySpec Ff%
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec (keyBytes) ;

// KEY_ALGORTTHM & & ) I 51k
KeyFactory keyFactory = KeyFactory. getInstance (ALGORITHM) ;




// HURAVEHRE X %
PrivateKey priKey = keyFactory. generatePrivate (pkcs8KeySpec) ;

// AR B A 2 4
Signature signature = Signature. getInstance (keyFactory. getAlgorithm()) ;
signature. initSign (priKey) ;

signature. update (data) ;

return encryptBASE64 (signature. sign()) ;

/%K

* RIHT A

*

* @param data
A

@param publicKey
Y

@param sign

ey

Oreturn I RINIR Al true Mk [A| false

@throws Exception

EE R SR SO SR SR SR SR S

*/
public static boolean verify(byte[] data, String publicKey, String sign)

throws Exception {

// R A base64 i A
byte[] keyBytes = decryptBASE64 (publicKey) ;

// i X509EncodedKeySpec X%
X509EncodedKeySpec keySpec = new X509EncodedKeySpec (keyBytes) ;

// ALGORITHM i & ()N 5%
KeyFactory keyFactory = KeyFactory. getInstance (ALGORITHM) ;

/) BUA PR S
PublicKey pubKey = keyFactory. generatePublic (keySpec) ;

Signature signature = Signature. getInstance (keyFactory. getAlgorithm()) ;
signature. initVerify (pubKey) :

signature. update (data) ;

/) RAERE A S IR




return signature. verify (decryptBASE64 (sign)) ;

/K
]
%

* @param seed

* Fif

* @return FH %

* @throws Exception

*/

public static Map<{String, Object> initKey(String seed) throws Exception {
KeyPairGenerator keygen = KeyPairGenerator. getInstance (ALGORITHM) ;
// WIBEBENL ™ A s
SecureRandom secureRandom = new SecureRandom() ;
secureRandom. setSeed (seed. getBytes()) ;
keygen. initialize (KEY SIZE, secureRandom) ;

KeyPair keys = keygen. genKeyPair () ;

DSAPublicKey publicKey = (DSAPublicKey) keys. getPublic();
DSAPrivateKey privateKey = (DSAPrivateKey) keys. getPrivate();

Map<String, Object> map = new HashMap<String, Object>(2);
map. put (PUBLIC KEY, publicKey);
map. put (PRIVATE KEY, privateKey) ;

return map;

/%%

* BRINAE BB £

*

* @return ZBEHXTH

* @throws Exception

*/

public static Map<{String, Object> initKey() throws Exception {
return initKey (DEFAULT SEED) ;

/K
s HUA3ALA]
*

* @param keyMap




* @return
* @throws Exception
*/
public static String getPrivateKey Map<String, Object> keyMap)
throws Exception {
Key key = (Key) keyMap. get (PRIVATE KEY) ;

return encryptBASE64 (key. getEncoded()) ;

/%%
* BT A
*
* @param keyMap
* @return
* @throws Exception
*/
public static String getPublicKey (Map<String, Object> keyMap)
throws Exception {
Key key = (Key) keyMap. get (PUBLIC KEY) ;

return encryptBASE64 (key. getEncoded()) ;

ﬁé{a\tﬂ—/l\M%'é

import static org. junit. Assert. *;
import java.util.Map;
import org. junit. Test;

/%

k

* @author ZA%:

% @version 1.0

% @since 1.0

*/

public class DSACoderTest {

@Test
public void test() throws Exception {

” ”

String inputStr = “abc”;

bytel[] data = inputStr. getBytes();



http://softtest.chinaitlab.com/

// R EH
Map<String, Object> keyMap = DSACoder. initKey();

/] A
String publicKey = DSACoder. getPublicKey (keyMap) ;
String privateKey = DSACoder. getPrivateKey (keyMap) ;

System. err. println ("2A%7:\r” + publicKey);
System. err. println ("FA%H:\r” + privateKey);

/] PR
String sign = DSACoder. sign(data, privateKey);
System. err. println (72544 :\r” + sign);

// U4
boolean status = DSACoder. verify(data, publicKey, sign);
System. err. println (MIR&:\r” + status);

assertTrue (status) ;

P A -

NGER
MIIBtzCCASwGByqGSM44BAEwggEfAoGBAP1/U4EddRIpUt9KnC7s50f2EbdSPOIEAMMeP4C2USZp
RVIATIH7WT2NWPq/xfW6MPbLm1Vs14E7gB00b/ JmYLdrmVC1p J+f6ARTECLCT 7upl/63xhv401fn
xqimFQ8E+4P208UewwI1VBNaFpEy9nXzrithlyrv8iIDGZ3RSAHHAhUA12BQ jxU jC8yykrmCouuE
C/BYHPUCgYEA9+GghdabPd7LvKtcNrhXuXmUr7v60uqC+VdMCzOHgmdRWVeOutRZT+ZxBxCBgLR ]
FnE j6EwoFh03zwky jMim4TwWeotUf1004KOuHiuzpnWRbgN/C/ohNWLx+2J6ASQ7zKTxvghRk Imo
g9/hWuWfBpKLZ16Ae1U1ZAFMO/7PSSoDgYQAA0GATu4RU1cQLp49PIOMrbss0Y+3uySVnpOTULSy
5T4VaHoKzsLHgGTrwOvsGA+V3yCN12WDu3D84bSLE711TWg0 j+SMOEaPk4VyRT1LXZWGPsf1Mfd9
21XAbMeVyKDSHHVGbM jBSca jf3bXooYQM1yoHiOt/WrCo+mv7efstMMOPGo=

FAEH
MIIBTAIBADCCASwGByqGSM44BAEwggEfAoGBAP1/U4EddRIpUt9IKnC7s50f2EbdSPOIEAMMeP4C2
USZpRVIAIIHTWT2NWPq/xfW6MPbLm1Vs14E7gB00b/ JmYLdrmVC1lpJ+f6AR7TECLCT7upl/63xhv4
01fnxqimFQ8E+4P208UewwI 1VBNaFpEy9InXzrithlyrv8iIDGZ3RSAHHAhUA12BQ jxUjC8yykrmC
ouuEC/BYHPUCgYEA9+GghdabPd7LvKtcNrhXuXmUr7v60uqC+VdMCz0HgmdRWVeOutRZT+ZxBxCB
gLRJFnE j6EwoFh03zwky jMim4TwWeotUf1004KOuHiuzpnWRbgN/C/ohNWLx+2 J6ASQ7zKTxvghR
kImog9/hWuWfBpKLZ16Ae1U1ZAFMO/ 7TPSSoEFwIVAIegLUtmm20QKQJTOiLugHTS j1/q

B4
MCOCFQCMg0J /uZmF8GuRpr3TNg48w60nDwIUJCyYNah+HtbU6GNcQfySAc6LelQs=




ECC

ECC-Elliptic Curves Cryptography, [ fh£k3tdgmisz, & H 55 250 ARG,
A5 LU AR BT A on 8 5 88 g vy 1) — Pl ARl o E S R T T ke 2R K IPE T, — My
QIR S R R R = R ala o

MBIFUHFERE (JavalllBEHoR () ) B, Bt AT @HIFITECC T , (H2EK T Java
SEIRECCHYE R RISEAE R KD T, B AE WIS EEAMIE R, TweE Fd2IEEhm
MRS, G — R R ——FCCHEEAE jdk 1. 5 JE N, H BTN L B 52 s 40 11 A %
5@ hT o

Rk, RBIHBFUEHN Y Java LB, DEKRE S %,

W java ARG SZELAN T :

import java.math.Biglnteger;

import java. security. Key;

import java. security.KeyFactory;

import java. security. interfaces. ECPrivateKey;
import java. security. interfaces. ECPublicKey;
import java. security. spec. ECFieldF2m;

import java. security. spec. ECParameterSpec;
import java. security. spec. ECPoint;

import java. security. spec. ECPrivateKeySpec;
import java. security. spec. ECPublicKeySpec;
import java. security. spec.EllipticCurve;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;
import java.util.HashMap;

import java.util.Map;

import javax. crypto. Cipher;

import javax.crypto.NullCipher;

import sun. security. ec. ECKeyFactory;
import sun. security. ec. ECPrivateKeyImpl;

import sun. security. ec. ECPublicKeyImpl;

VeSS

* BCCZ Axgm it 2014
k
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* @author Z:tk

* @version 1.0

* @since 1.0

*/

public abstract class ECCCoder extends Coder {

public static final String ALGORITHM = "EC”;
private static final String PUBLIC KEY = “ECCPublicKey”;
private static final String PRIVATE KEY = “ECCPrivateKey”;

/%
* fif 2 <br>
* RV R
*
* @param data
* @param key
* @return
* @throws Exception
*/
public static bytel[] decrypt(bytel[] data, String key) throws Exception {
/] R
byte[] keyBytes = decryptBASE64 (key) ;

// WA ALEH
PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = ECKeyFactory. INSTANCE;

ECPrivateKey priKey = (ECPrivateKey) keyFactory
. generatePrivate (pkcs8KeySpec) ;

ECPrivateKeySpec ecPrivateKeySpec = new ECPrivateKeySpec (priKey. getS(),
priKey. getParams()) ;

/] R EHE

// TODO Chipher ANSCHF EC 53 A pgsLHL

Cipher cipher = new NullCipher():

// Cipher. getInstance (ALGORITHM, keyFactory. getProvider());

cipher. init (Cipher. DECRYPT MODE, priKey, ecPrivateKeySpec. getParams());

return cipher. doFinal (data) ;

/kk
* % <br>




REPNGEY RS

@param data
@param privateKey

@return

EE R S SR )

@throws Exception

*/

public static bytel] encrypt(bytel[] data, String privateKey)
throws Exception {

AP PNE]

bytel[] keyBytes = decryptBASE64 (privateKey) ;

/] BAFAEH
X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec (keyBytes) ;
KeyFactory keyFactory = ECKeyFactory. INSTANCE;

ECPublicKey pubKey = (ECPublicKey) keyFactory
. generatePublic (x509KeySpec) ;

ECPublicKeySpec ecPublicKeySpec = new ECPublicKeySpec (pubKey. getW(),
pubKey. getParams()) ;

[/ EE

// TODO Chipher ANSZHF EC 5% ARAESLHL

Cipher cipher = new NullCipher () ;

// Cipher. getInstance (ALGORITHM, keyFactory. getProvider());
cipher. init (Cipher. ENCRYPT MODE, pubKey, ecPublicKeySpec. getParams()):

return cipher. doFinal (data) ;

/%%

* HUFAHH

*

* @param keyMap

* @return

* @throws Exception

*/

public static String getPrivateKey (Map<String, Object> keyMap)

throws Exception {
Key key = (Key) keyMap. get (PRIVATE KEY) ;

return encryptBASE64 (key. getEncoded()) ;




/%%
* AP AH
*
* @param keyMap
% @return
* @throws Exception
*/
public static String getPublicKey (Map<String, Object> keyMap)
throws Exception {
Key key = (Key) keyMap. get (PUBLIC KEY) ;

return encryptBASE64 (key. getEncoded()) ;

/%%
* WILAALE
*
* @return
* @throws Exception
*/
public static Map<String, Object> initKey() throws Exception {
Biglnteger x1 = new Biglnteger(
72fel13c0537bbcllacaa07d793dede6dbebc94eece8”, 16) :
Biglnteger x2 = new Biglnteger(
”289070fb05d38££58321£2e800536d538ccdaa3d9”, 16);

ECPoint g = new ECPoint (x1, x2):

// the order of generator

BigInteger n = new Biglnteger(
”5846006549323611672814741753598448348329118574063”, 10) ;

// the cofactor

int h = 2;

int m = 163;

int[] ks = {7, 6, 3};

ECFieldF2m ecField = new ECFieldF2m(m, ks);:

/]y 2+xy=x"3+x"2+1

Biglnteger a = new Biglnteger ("17, 2):

Biglnteger b = new Biglnteger ("17, 2);

EllipticCurve ellipticCurve = new EllipticCurve(ecField, a, b);




ECParameterSpec ecParameterSpec = new ECParameterSpec(ellipticCurve, g,
n, h);

AN

ECPublicKey publicKey = new ECPublicKeylImpl (g, ecParameterSpec);

Biglnteger s = new Biglnteger (
”1234006549323611672814741753598448348329118574063”, 10) ;

// A

ECPrivateKey privateKey = new ECPrivateKeylImpl (s, ecParameterSpec);

Map<String, Object> keyMap = new HashMap<String, Object>(2);

keyMap. put (PUBLIC KEY, publicKey);
keyMap. put (PRIVATE KEY, privateKey);

return keyMap;

R LIRS ) TODO 2%, FRR$EIVE A, Chipher ANSCHF EC &% , DL EAUHS
N ft22%, Chipher. Signature. KeyPairGenerator. KeyAgreement. SecretKey AN F
EC k. N THARETREW I PAT, TAMEH T NullCipher 28, KUFFET.

MR TH SR — NI

import static org. junit. Assert. *k;

import
import
import
import
import
import
import

import

import

VeSS
*

java. math. BigInteger:;

java. security. spec. ECFieldF2m;

java. security. spec. ECParameterSpec;
java. security. spec. ECPoint;

java. security. spec. ECPrivateKeySpec;
java. security. spec. ECPublicKeySpec;
java. security. spec. EllipticCurve;

java.util.Map;

org. junit. Test;

% @author A%
* @version 1.0
* @since 1.0
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*/

public class ECCCoderTest {

@Test

public void test() throws Exception {

String
bytel]

4 ”

inputStr = “abc”;

data = inputStr. getBytes();

Map<String, Object> keyMap = ECCCoder. initKey();

String
String
System.
System.

byte[]
byte[]

String
System.

publicKey = ECCCoder. getPublicKey (keyMap) ;
privateKey = ECCCoder. getPrivateKey (keyMap) ;
err. println("2A4H: \n” + publicKey);
err.println("fA%H: \n” + privateKey);

encodedData = ECCCoder. encrypt (data, publicKey) :
decodedData = ECCCoder. decrypt (encodedData, privateKey) ;
outputStr = new String(decodedData) ;

err. println ("JNZEHT: 7 + inputStr + “\n\r” + “fE% )5 7 + outputStr) ;

assertEquals (inputStr, outputStr);

P A -

T
MEAwWEAYHKoZ 1z jOCAQYFK4EEAAEDLAAEAVATWEN7vBGsqgfXk950bV5¢1070A0kHD7BdOP9YMh8u

gAU21T jM2qPZ

I

MDICAQAWEAYHKoZ 1z jOCAQYFK4EEAAEEGZAZAgEBBBTY J sR3BN7TFw7 JHc AHFkwNmf'i17w==

JN25HT: abe

fift % 5. abc

AT L EL RN Javalb oA RIS

WHRFAE P BAR WA G Javal# B8R (10D, FUE T #ERSADN S ik

FERIE Java AURSSEOLET, FA 17T 258 aIEAS I A o

1. A2 B keyStroe LA

FEAT AT P AT LU R g2
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keytool —genkey —validity 36000 —alias www. zlex. org —keyalg RSA —keystore d:
\zlex. keystore

Hrp

—genkey 7R A

—validity @ UEAREY, XHLE 36000 K
—alias 8 E M4, X H & www. zlex. org

~keyalg fitsE ik, XHLZ RSA
~keystorefg E -GN E, XHJEd: \zlex. keystore
FEIX L BAL I B8 123456

ISR N

Console fXH5

I\ keystore %Mt

EN/ €PN AP
WA T 5 A2
[Unknown]:  www. zlex. org
AL AL AR A
[Unknown]:  zlex
WINHR LI A2
[Unknown]:  zlex
T AE B T B X I A PR A4 2
[Unknown]:  BJ
EPTHER N B 1 B FR 2T 42

[Unknown]: BJ
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TR P BRI KA 2 A4
[Unknown]: CN

CN=www. zlex. org, OU=zlex, O0=zlex, L=BJ, ST=BJ, C=CN IFAffins?

i N\ <tomcat>[¥) 250
(TR FN keystore ZEMAANE, %M1%) .

NS VN AR

X, 7D #E NS4 —A zlex. keystore B34
2. B HAE A UE S

JeAT keyStore SCAFSEAGIY, T EHEAI SO, R4S HAERSR AL SR AT 1 A 8]

AT
FHHES:
Shell {14

keytool —export —keystore d: \zlex.keystore —alias www.zlex.org —file d:

\zlex. cer -rfc

Hrp
—export i A4 H#ERAE

~keystore #53€ keystore fF

—alias fi7 € T keystore U4

—file $if 03 842

—rfc DASCAE U, gt & LA BASE64 Zmtfr i
XL & 123456

FEHI G v

Console 15




i\ keystore %

TRAFAESCAF P HIINIE <d: \zlex. cer>

IR, AT A R AR

AILLE IS B 2544 UEF S8 CAS B U6 Sk RS AE £ |

Ok, M TAESEM, JT4h Java SEHL!

Wi java fAESSEELUNTR: Coder XM, Java MI#EHEAR (—)

Java {865

import java. io.FileInputStream;

import java. security.KeyStore;

import java. security.PrivateKey;

import java. security.PublicKey;

import java. security.Signhature;

import java. security. cert.Certificate;

import java. security. cert.CertificateFactory;
import java. security.cert.Xb09Certificate;

import java.util.Date;
import javax.crypto. Cipher;

/*k

e AL

*

%

* @author Z:tk
* @version 1.0
%

@since 1.0
*/

public abstract class CertificateCoder extends Coder {

/K

% Java Z4FE (Java Key Store, JKS)KEY STORE
*/

public static final String KEY STORE = “JKS”;

public static final String X509 = ”X.509”;

/%%
* [ KeyStore $hk15FA4H




@param keyStorePath
@param alias
@param password

@return

EE S SR

@throws Exception

*/

private static PrivateKey getPrivateKey(String keyStorePath, String alias,
String password) throws Exception {

KeyStore ks = getKeyStore (keyStorePath, password) ;

PrivateKey key = (PrivateKey) ks. getKey(alias, password. toCharArray());

return key;

/K
i Certificate $K15A%H

@param certificatePath

@return

EE R S S S

@throws Exception

*/

private static PublicKey getPublicKey(String certificatePath)
throws Exception {

Certificate certificate = getCertificate(certificatePath);

PublicKey key = certificate. getPublicKey() ;

return key;

/%%

e

%15 Certificate

*
*
* @param certificatePath
* @return

*

@throws Exception
*/
private static Certificate getCertificate(String certificatePath)
throws Exception {
CertificateFactory certificateFactory = CertificateFactory
. getInstance (X509) ;

FileInputStream in = new FilelnputStream(certificatePath);

Certificate certificate = certificateFactory. generateCertificate(in);

in. close () ;




return certificate;

/K
8 Certificate

@param keyStorePath
@param alias
@param password

@return

EE I S I S

@throws Exception

*/

private static Certificate getCertificate(String keyStorePath,
String alias, String password) throws Exception {

KeyStore ks = getKeyStore (keyStorePath, password) ;

Certificate certificate = ks. getCertificate(alias);

return certificate;

/%K

H:/H

313 KeyStore

@param keyStorePath
@param password

@return

EE B SR )

@throws Exception

*/

private static KeyStore getKeyStore (String keyStorePath, String password)
throws Exception {

FileInputStream is = new FilelnputStream(keyStorePath) ;

KeyStore ks = KeyStore. getInstance (KEY STORE) ;

ks. load(is, password. toCharArray());

is.close();

return ks;

/K

AP

@param data
@param keyStorePath

@param alias

EE R SR SR

@param password




* @return
* @throws Exception
*/
public static bytel] encryptByPrivateKey(byte[] data, String keyStorePath,
String alias, String password) throws Exception {
/] BAFFAH
PrivateKey privateKey = getPrivateKey (keyStorePath, alias, password);

/7 R
Cipher cipher = Cipher. getInstance (privateKey. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, privateKey) ;

return cipher. doFinal (data);

/K

* AP

*

% @param data

* @param keyStorePath

% @param alias

% @param password

% @return

* @throws Exception

*/

public static bytel] decryptByPrivateKey (byte[] data, String keyStorePath,
String alias, String password) throws Exception {

// BAIFAEH
PrivateKey privateKey = getPrivateKey (keyStorePath, alias, password);

/] EARE I
Cipher cipher = Cipher. getInstance (privateKey. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, privateKey);

return cipher. doFinal (data) ;

/%%
* NI
%

* @param data
* @param certificatePath




* @return

* @throws Exception

*/

public static byte[] encryptByPublicKey(byte[] data, String certificatePath)

throws Exception {

/] WA

PublicKey publicKey = getPublicKey(certificatePath) ;

[/ EE

Cipher cipher = Cipher. getInstance (publicKey. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, publicKey)

return cipher. doFinal (data);

/K
* NP
*
% @param data
* @param certificatePath
% @return
* @throws Exception
*/
public static byte[] decryptByPublicKey (byte[] data, String certificatePath)
throws Exception {
/] WA
PublicKey publicKey = getPublicKey (certificatePath) ;

/] TEARE N
Cipher cipher = Cipher. getInstance (publicKey. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, publicKey):

return cipher. doFinal (data) ;

/kk

* IGHIF Certificate

*

* @param certificatePath
* @return

*/

public static boolean verifyCertificate(String certificatePath) {




return verifyCertificate (new Date(), certificatePath);

/%%
BHUE Certificate J& 75t Wk ook

@param date

@param certificatePath

EE

@return
*/
public static boolean verifyCertificate(Date date, String certificatePath) {
boolean status = true;
try {
/] WAFUETS
Certificate certificate = getCertificate(certificatePath) ;
// SRR TR 1 i e e Ak
status = verifyCertificate(date, certificate);
} catch (Exception e) {
status = false;

}

return status;

/%%
S CATIR IS PR U R o0V
*
* @param date
* @param certificate
* @return
*/

private static boolean verifyCertificate (Date date, Certificate certificate)

boolean status = true;

try {
X509Certificate x509Certificate = (X509Certificate) certificate;
x509Certificate. checkValidity (date) ;

} catch (Exception e) {
status = false;

}

return status;




@param keyStorePath
@param alias

@param password

@return

EE R I CH

@throws Exception

*/

public static String sign(bytel[] sign, String keyStorePath, String alias

String password) throws Exception {

/] FAFUES

X509Certificate x509Certificate = (X509Certificate) getCertificate(
keyStorePath, alias, password) :

// REALE

KeyStore ks = getKeyStore (keyStorePath, password);

// BWAFAEH

PrivateKey privateKey = (PrivateKey) ks. getKey(alias, password
. toCharArray () ;

/] M4

Signature signature = Signature. getInstance (x509Certificate
.getSigAlgName () ;

signature. initSign(privateKey) ;

signature. update(sign) ;

return encryptBASE64 (signature. sign());

/%%

oAl e

@param data
@param sign
@param certificatePath

@return

EE R R R

@throws Exception
*/
public static boolean verify(bytel] data, String sign,
String certificatePath) throws Exception {
// FRAFUESS
X509Certificate x509Certificate = (X509Certificate)
getCertificate (certificatePath) ;
/] A
PublicKey publicKey = x509Certificate. getPublicKey () ;
/] MR




Signature signature = Signature. getInstance (x509Certificate
.getSigAlgName () ;
signature. initVerify (publicKey) ;

signature. update (data) ;

return signature. verify (decryptBASE64 (sign)) ;

/%K
I59F Certificate

@param keyStorePath
@param alias

@param password

EE S SR

@return
*/
public static boolean verifyCertificate(Date date, String keyStorePath,
String alias, String password) {
boolean status = true;
try {
Certificate certificate = getCertificate (keyStorePath, alias,
password) ;
status = verifyCertificate(date, certificate);
} catch (Exception e) {
status = false;

}

return status;

/K
BF Certificate

@param keyStorePath
@param alias

@param password

EE S R SR

@return

*/

public static boolean verifyCertificate(String keyStorePath, String alias,
String password) {

return verifyCertificate (new Date(), keyStorePath, alias, password);

P

PR H AN

AR
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import static org. junit. Assert. *;

import org. junit. Test;

/%%
*
* @author ik
% @version 1.0
% @since 1.0
*/
public class CertificateCoderTest {
private String password = 7123456”;
private String alias = “www. zlex. org”;
private String certificatePath = “d:/zlex. cer”;

private String keyStorePath = ”“d:/zlex. keystore”;

@Test

public void test() throws Exception {
System. err. println (" APIINE—FRPIEE") ;
String inputStr = “Ceritifcate”;
byte[] data = inputStr. getBytes();

bytel[] encrypt = CertificateCoder. encryptByPublicKey (data,
certificatePath) ;

byte[] decrypt = CertificateCoder. decryptByPrivateKey (encrypt,
keyStorePath, alias, password);
String outputStr = new String(decrypt);

System. err. println ("IN&HT: ~ + inputStr + “\n\r” + “f#%5)5: 7 + outputStr) ;

// BB 2
assertArrayEquals(data, decrypt):

// AR A AL

assertTrue (CertificateCoder. verifyCertificate (certificatePath)) ;

@Test
public void testSign() throws Exception {
System. err. println ("FABIN% NIRRT ;

String inputStr = “sign”;




byte[] data = inputStr. getBytes();

byte[] encodedData = CertificateCoder. encryptByPrivateKey (data,

keyStorePath, alias, password);

byte[] decodedData = CertificateCoder. decryptByPublicKey (encodedData,
certificatePath) ;

String outputStr = new String(decodedData);
+ inputStr + “\n\r” + "R )5
assertBquals (inputStr, outputStr);

” ”

System. err. println (" JI%Hy + outputStr) ;

System. err. println ("FAfHZE 4
/] PR

String sign = CertificateCoder. sign(encodedData, keyStorePath, alias

NPRAUEREA")

password) ;
System. err. println ("2544:\r” + sign);

/] BUEE 4

boolean status = CertificateCoder. verify (encodedData, sign,
certificatePath) ;

System. err. println (MIRE&:\r” + status)

assertTrue (status) ;

R G -

Console 75

W ——FAEH AR
NEEHT: Ceritificate

i85 Ceritificate

RN I —— N e %
Bn%ETT: sign

filg#% 5 . sign
REHZ 4
%4

paBnbm6PJ1£0 jHOAG6U202mUmBsfgyEY INWCbiyA/I5Ge3gaVNVIdj/zkGNZRqT jhf3+J9a9z9E17
6F2eWYd7punHx50h6hfNgcKbVb52Ef 1t 14QEN+d jbXiPynn07+Lbg1NO jULnpEd6ZhLP1YwrEAuM

NYIRUERE A




0fvX0e7/wplxLbySaKQ=

R

true

LSS R T IE T SRR &R !

IR, FATTAT AR i 44— AR 4 44 |
Wik T H JarSigner nf BA5E A RS2 44
XA tools. jar HARISZEH, M 4WIT:
Shell X4

jarsigner —storetype jks —keystore zlex. keystore —verbose tools. jar

www. zlex. org

RIS -

Console 75

BN PRI 14 R 1

IEAESEH:  META-INF/WWW_ZLEX. SF

IEAEH:  META-INF/WWW_ZLEX. RSA

1EHES 4. org/zlex/security/Security. class
1EAE244 . org/zlex/tool/Main$l. class
1EAE244 . org/zlex/tool/Main$2. class
EAE2544 . org/zlex/tool/Main. class

i o =,
[

B F LA AENA H iyl

23 1

Sei, AT A2 44 G ) jar f0E !

B9F tools. jar, IR

Shell fGh5

jarsigner -verify —verbose —certs tools. jar
PEHI B Ryt -

Console 75



402 Sat Jun 20 16:25:14 CST 2009 META-INF/MANIFEST.MF
532 Sat Jun 20 16:25:14 CST 2009 META-INF/WWW ZLEX. SF
889 Sat Jun 20 16:25:14 CST 2009 META-INF/WWW ZLEX. RSA
sm 590 Wed Dec 10 13:03:42 CST 2008 org/zlex/security/Security. class

X. 509, CN=www. zlex.org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN
[HEFAE 09-9-18 F4F- 3:27 3]

sm 705 Tue Dec 16 18:00:56 CST 2008 org/zlex/tool/Main$l. class

X. 509, CN=www. zlex.org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN
[UE-PHAE 09-9-18 R4 3:27 FIiH]

sm 779 Tue Dec 16 18:00:56 CST 2008 org/zlex/tool/Main$2. class

X. 509, CN=www. zlex. org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN
[UEPRAE 09-9-18 R4 3:27 FH]

sm 12672 Tue Dec 16 18:00:56 CST 2008 org/zlex/tool/Main. class

X. 509, CN=www. zlex.org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN
[HEFAE 09-9-18 F4F- 3:27 3]

n

= BRI

= fEFR A A H

= RSP R AR T ANIE

i = fESOEEN 2D ERE T —ANIES

~ B

ar CEHIE.

.

T

ﬂ:‘-
U jar WA H U AN H NI H .

ARHE 25 42 AAIE B FH 34 = R 6 AT AR A6 AIE, SZFF Sun Java. jar (Java Applet)
SO (J2SE) FiI JOME MIDlet Suite 3044

fEJavalil BB O\ 1, FATB 7 — N ETRSAIEXS RN W 46 1) 22 4l A5 . BLAE
FATTRPL Tt — N BT ¥ 22 4 P 438 5 ——SSL.

AT B ANy CA U B A A eSS, IX L BRATME ] B oo h AR ety B 2 A4 IE

zlex. cer
KH, FRATEUE T SN BITA T

Shell XAt
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keytool —import —alias www. zlex.org —file d: /zlex.cer —keystore d:

/zlex. keystore
o
—import X/ FA
—alias 8@ M4, X H & www. zlex. org
-file ffefvk, XHEZ d: /zlex. cer
~keystorefR /AN E, XHJEd: /zlex. keystore
FEIZ H AT ] 3509l 654321
FE G -

Console {15

| N\ keystore 4.
LRSI e T
BT # :CN=www. zlex. org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN
9% N :CN=www. zlex. org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN
J¥41)%5 : 4aled8df
HRIW: Thu May 28 16:18:39 CST 2009 % Wed Aug 26 16:18:39 CST 2009
UEHRAL:
MD5:19:CA:E6:36:E2:DF:AD:96:31:97:2F:A9:AD:FC:37:6A
SHA1:49:88:30:59:29:45:F1:69:CA:97:A9:6D:8A:CF:08:D2:C3:D5:C0:C4
B A4 BV A4 R : SHALwi thRSA
WA 3
BAEREANMAE? R v
ME BRI E keystore H

OK, B ARIIHES T C2 58 ko

BN R IRATI I 4 www. z1ex. org BT BIAHL . FTIFC:
\Windows\System32\drivers\etc\hosts3Cf}, ¥www. zlex. orgdEEANL . LXK R
BN 127.0.0.1 www. zlex. org. IIAEHE T bk U [alhttp: //www. z1lex. org, BN E
Hpingfn 4, WA ELr BIANL, AR E T .

AE, BLE tomcat. 5t¥4 zlex. keystore $2 D12 tomcat 1Y) conf H3X T, R)GHEE
server. xml. KF 4~ N & I BC B SCAF

Xml A5
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{Connector
SSLEnabled="true”
URIEncoding="UTF-8”
clientAuth="false”
keystoreFile="conf/zlex. keystore”
keystorePass="123456"
maxThreads="150"
port="443"
protocol="HTTP/1.1”
scheme="https”
secure="true”
sslProtocol="TLS” />

R clientAuth="false” JIIAPTEL, & Mfalse, 1FAHH B U# H true. ILAE)E 5)

tomcat, Vjlalhttps://www. zlex. org/.

SR, UEFARREEEVIE, XANEHRR ] ke 2aib 4 (B3O zlex. cer SRR
AR S0 R
www. zlex. org ACFEARR TR Ui , Uikl https://www. zlex. org/, REF RHhbkFEp 4

AR AN RAFARNRIE MU S, RS (TE, FAh b

-~ L5 |+ 2
e 1 EIEIEY
EREMESZ FT . HETPRISZA.

XANIRAR 22 NIFARPRSE, W R BATTEET T NMXFE https (KI5 )
DAL R IX LA D REAR S BLE ? AN !

A BRI, arlianr MU Se L

Javaftis

AR

ST

o LU 222k e o BITAT TR0 W2 JEC I 38 11 L AE RSA T i

T

import java.io.FilelnputStream;
import java. security.KeyStore;

import java. security.PrivateKey;
import java. security.PublicKey;
import java. security.Signature;
import java. security. cert.Certificate;

import java. security. cert.CertificateFactory;
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import java. security.cert.X509Certificate;

import java.util.Date;

import javax. crypto. Cipher;

import javax.net. ssl.HttpsURLConnection;
import javax.net. ssl.KeyManagerFactory;
import javax.net. ssl.SSLContext;

import javax.net. ssl.SSLSocketFactory;

import javax.net. ssl. TrustManagerFactory;

/%%
S EERE

*

*

* @author ik
% @version 1.0
*

@since 1.0
*/

public abstract class CertificateCoder extends Coder {

/%K

* Java 4 (Java Key Store, JKS)KEY STORE
*/

public static final String KEY STORE = "JKS”;

public static final String X509 = “X.509”;
public static final String SunX509 = “SunX509”;
public static final String SSL = ”“SSL”:

/%K
A KeyStore 3k75FA4H

@param keyStorePath
@param alias
@param password

@return

EE R R I R

@throws Exception

*/

private static PrivateKey getPrivateKey(String keyStorePath, String alias,
String password) throws Exception {

KeyStore ks = getKeyStore (keyStorePath, password) ;

PrivateKey key = (PrivateKey) ks. getKey(alias, password. toCharArray()):

return key;




/%K

- /)

i Certificate 3G /EH

*

*

* @param certificatePath
* @return

*

@throws Exception
*/
private static PublicKey getPublicKey(String certificatePath)
throws Exception {
Certificate certificate = getCertificate(certificatePath);
PublicKey key = certificate. getPublicKey () ;

return key;

/K
8 Certificate

@param certificatePath

@return

EE S S S S

@throws Exception
*/
private static Certificate getCertificate(String certificatePath)
throws Exception {
CertificateFactory certificateFactory = CertificateFactory
. getInstance (X509) ;

FileInputStream in = new FilelnputStream(certificatePath) ;

Certificate certificate = certificateFactory. generateCertificate(in);

in. close();

return certificate;

/K
35 Certificate

@param keyStorePath
@param alias
@param password

@return

EE S R S I CHE

@throws Exception
*/
private static Certificate getCertificate(String keyStorePath,

String alias, String password) throws Exception {




KeyStore ks = getKeyStore (keyStorePath, password);

Certificate certificate = ks. getCertificate(alias);

return certificate;

/%

e

315 KeyStore

@param keyStorePath
@param password

@return

EEE R

@throws Exception

*/

private static KeyStore getKeyStore(String keyStorePath, String password)
throws Exception {

FileInputStream is = new FilelnputStream(keyStorePath) :

KeyStore ks = KeyStore. getInstance (KEY STORE) ;

ks. load (is, password. toCharArray()) :

is.close();

return ks;

/%K

FAEH

@param data

@param keyStorePath
@param alias

@param password

@return

EE I R

@throws Exception

*/

public static bytel] encryptByPrivateKey(byte[] data, String keyStorePath,
String alias, String password) throws Exception {

/] BAFFAH

PrivateKey privateKey = getPrivateKey (keyStorePath, alias, password);

/7 R
Cipher cipher = Cipher. getInstance (privateKey. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, privateKey)

return cipher. doFinal (data);




/K

* AP

@param data
@param keyStorePath
@param alias

@param password

EE S S SR

@return

* @throws Exception

*/

public static bytel] decryptByPrivateKey (byte[] data, String keyStorePath,
String alias, String password) throws Exception {

// AT

PrivateKey privateKey = getPrivateKey (keyStorePath, alias, password);

/] TEARE I
Cipher cipher = Cipher. getInstance (privateKey. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, privateKey);

return cipher. doFinal (data) ;

/%%

* AN

*

* @param data

* @param certificatePath

* @return

* @throws Exception

*/

public static byte[] encryptByPublicKey (bytel] data, String certificatePath)

throws Exception {

/] BAF A

PublicKey publicKey = getPublicKey(certificatePath);

[/ R EE N

Cipher cipher = Cipher. getInstance (publicKey. getAlgorithm()) ;
cipher. init (Cipher. ENCRYPT MODE, publicKey) ;

return cipher. doFinal (data) ;




/K

NI

B

@param data
@param certificatePath

@return

* ¥ X X X X

@throws Exception

*/

public static byte[] decryptByPublicKey (byte[] data, String certificatePath)
throws Exception {

/] WAFAEH

PublicKey publicKey = getPublicKey (certificatePath) ;

/] TEARE I
Cipher cipher = Cipher. getInstance (publicKey. getAlgorithm()) ;
cipher. init (Cipher. DECRYPT MODE, publicKey)

return cipher. doFinal (data) ;

/kk

* I5ilF Certificate

*

* @param certificatePath

* @return

*/

public static boolean verifyCertificate(String certificatePath) {

return verifyCertificate (new Date(), certificatePath);

/%%
IGAIF Certificate /=15 HABR TC3K

@param date

@param certificatePath

EE R I

@return
*/
public static boolean verifyCertificate(Date date, String certificatePath) {
boolean status = true;
try {
/] WARUES




Certificate certificate = getCertificate(certificatePath);
// B UEUEF e A I I e e Ak
status = verifyCertificate(date, certificate);
} catch (Exception e) {
status = false;

}

return status;

/K
s BUEUETD 2 5 1 s To Ak
*

* @param date

* @param certificate
% @return

*/

private static boolean verifyCertificate(Date date, Certificate certificate)

boolean status = true;

try {
X509Certificate x509Certificate = (X509Certificate) certificate;
x509Certificate. checkValidity (date) ;

} catch (Exception e) {
status = false;

}

return status;

/%%

%

%

@param keyStorePath
@param alias

@param password

@return

K K K K K K X

@throws Exception
*/
public static String sign(bytel[] sign, String keyStorePath, String alias
String password) throws Exception {
// FRAFUESS
X509Certificate x509Certificate = (X509Certificate) getCertificate (
keyStorePath, alias, password);

// KRR




KeyStore ks = getKeyStore (keyStorePath, password);

// BWAFAEH

PrivateKey privateKey = (PrivateKey) ks. getKey(alias, password
. toCharArray () ;

/] K4

Signature signature = Signature. getInstance (x509Certificate
.getSigAlgName () ;

signature. initSign(privateKey) ;

signature. update (sign) ;

return encryptBASE64 (signature. sign());

/%%

oAl e

@param data
@param sign
@param certificatePath

@return

EEE R R I R

@throws Exception
*/
public static boolean verify(bytel] data, String sign,
String certificatePath) throws Exception {
// FRAFUESS
X509Certificate x509Certificate = (X509Certificate)
getCertificate (certificatePath) ;
/] FRAFAH
PublicKey publicKey
/] R4
Signature signature = Signature. getInstance (x509Certificate
.getSigAlgName()) ;
signature. initVerify (publicKey) ;

x509Certificate. getPublicKey () ;

signature. update (data) ;

return signature. verify (decryptBASE64 (sign)) ;

/kk

* I5iF Certificate

*

% @param keyStorePath

% @param alias




* @param password
* @return
*/
public static boolean verifyCertificate(Date date, String keyStorePath,
String alias, String password) {
boolean status = true;
try {
Certificate certificate = getCertificate (keyStorePath, alias,
password) ;
status = verifyCertificate(date, certificate);
} catch (Exception e) {
status = false;

}

return status;

/K
IF Certificate

@param keyStorePath
@param alias

@param password

EE R I SR )

@return

*/

public static boolean verifyCertificate(String keyStorePath, String alias,
String password) {

return verifyCertificate (new Date(), keyStorePath, alias, password);

/%%
3545 SSLSocektFactory

@param password
HT
@param keyStorePath

*
*
*
*
*
* HYIERRAT
*
*
*
*
*

@param trustKeyStorePath
(ERRRES
@return
@throws Exception
*/
private static SSLSocketFactory getSSLSocketFactory(String password,
String keyStorePath, String trustKeyStorePath) throws Exception {




/K

*
*
*
*
*
*
*
*x
*
*
*x
*

*

/] WA P PR
KeyManagerFactory keyManagerFactory = KeyManagerFactory
. getInstance (SunX509) ;
KeyStore keyStore = getKeyStore (keyStorePath, password) ;
keyManagerFactory. init (keyStore, password. toCharArray()) ;

/] VIR AT
TrustManagerFactory trustManagerFactory = TrustManagerFactory
. getInstance (SunX509) ;
KeyStore trustkeyStore = getKeyStore (trustKeyStorePath, password) ;

trustManagerFactory. init (trustkeyStore) ;

// W SSL R 3C

SSLContext ctx = SSLContext. getInstance (SSL) ;

ctx. init (keyManagerFactory. getKeyManagers (), trustManagerFactory
. getTrustManagers (), null):

SSLSocketFactory sf = ctx. getSocketFactory();

return sf;

4 HttpsURLConnection A& SSLSocketFactory

@param conn
HttpsURLConnection

@param password
GAC)

@param keyStorePath
TR

@param trustKeyStorePath
{EAE AT

@throws Exception

public static void configSSLSocketFactory (HttpsURLConnection conn,

String password, String keyStorePath, String trustKeyStorePath)
throws Exception {
conn. setSSLSocketFactory (getSSLSocketFactory (password, keyStorePath,
trustKeyStorePath)) ;




INT configSSLSocketFactory HEAt 4N LA, % 7k HttpsURLConnection fit &
T SSLSocketFactory. 24 HttpsURLConnection Mt & | SSLSocketFactory J&, FAl 1wt vl LA
i HttpsURLConnection [t getInputStream. getOutputStream, 41F %M
HttpURLConnection M/ 7o JEILE B — i, KRECHE SSLSocketFactory i,
HttpsURLConnection [ getContentLength () FRAFMEKILHSZE-1.

25 HRH Y I -

Java f405

import static org. junit. Assert. *;

import java. io.DatalnputStream;
import java. io. InputStream;

import java.net.URL;
import javax.net. ssl.HttpsURLConnection;
import org. junit. Test;

VeSS

*

* @author FHk

% @version 1.0

% @since 1.0

*/

public class CertificateCoderTest {
private String password = 7123456”;
private String alias = “www. zlex. org”;
private String certificatePath = “d:/zlex. cer”;
private String keyStorePath = “d:/zlex. keystore”;
private String clientKeyStorePath = “d:/zlex—client. keystore”;
private String clientPassword = 7654321”;

@Test

public void test() throws Exception {
System. err. println (" AEHINE—FAHMRE") ;
String inputStr = “Ceritifcate”;
bytel[] data = inputStr. getBytes();

bytel[] encrypt = CertificateCoder. encryptByPublicKey (data,
certificatePath) ;

bytel[] decrypt = CertificateCoder. decryptByPrivateKey (encrypt
keyStorePath, alias, password);
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String outputStr = new String(decrypt) ;

System. err. println ("IN HET: 7 + inputStr + "\n\r” + "##% )5 7 + outputStr) ;

// A5

assertArrayEquals(data, decrypt);

// BAUETE AR

assertTrue (CertificateCoder. verifyCertificate (certificatePath)) ;

@Test
public void testSign() throws Exception {
System. err. printIn("REINE—2AHME") ;

String inputStr = “sign”;
byte[] data = inputStr. getBytes();

byte[] encodedData = CertificateCoder. encryptByPrivateKey (data,

keyStorePath, alias, password);

byte[] decodedData = CertificateCoder. decryptByPublicKey (encodedData,
certificatePath) ;

String outputStr = new String(decodedData);
System. err. println ("N%5RT: 7 + inputStr + "\n\r” + "fE% )5 7 + outputStr) ;
assertBquals (inputStr, outputStr);

/)

APIUEREA")

System. err. println ("FAfHZE 4

/] PR

String sign = CertificateCoder. sign(encodedData, keyStorePath, alias
password) ;

System. err. println (2544 :\r” + sign);

/] BUEE 4

boolean status = CertificateCoder. verify (encodedData, sign,
certificatePath) ;

System. err. println (MIR&:\r” + status):

assertTrue (status) ;

@Test
public void testHttps() throws Exception {




URL url = new URL ("https://www. zlex. org/examples/”) ;
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection() ;

conn. setDolnput (true) ;

conn. setDoOutput (true) ;

CertificateCoder. configSSLSocketFactory (conn, clientPassword
clientKeyStorePath, clientKeyStorePath)

InputStream is = conn. getInputStream() ;

int length = conn. getContentLength() ;
DatalnputStream dis = new DatalnputStream(is):
byte[] data = new bytel[length];

dis. readFully(data) ;

dis. close();
System. err. println(new String(data));

conn. disconnect () ;

TR testHttps J5i%, JLPMIIRATAEH B HTTP Ui B0 22, BATRAE S G5 -

Console 75

=

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.

The ASF licenses this file to You under the Apache License, Version 2.0
(the “License”); you may not use this file except in compliance with

the License. You may obtain a copy of the License at
http://www. apache. org/licenses/LICENSE-2. 0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License

-—>

<I!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0 Transitional//EN">




I<HTML><HEAD><TITLE>ApaChe Tomcat Examples</TITLE>
<META http-equiv=Content-Type content="text/html”>
</HEAD>

<BODY>

<P>

<{H3>Apache Tomcat Examples</H3>

<PO</P>

<ul>

<(li><a href="servlets”>Servlets examples</a></1i>
<1li><a href="jsp”>JSP Examples</a></1i>

</ul>

</BODY></HTML>

T YA B Vs mhttps://www. zlex. org/examples/fRM 23R TG ik N 2 . a2 i
I 7 AR A e 45 Al it tomeat Ik 5%, &7 W] LATE S ik T X 1) FE 7 52 ORGP R SSLIV
I HAN TG 275 R AR I g ) dil . FE SO0U7 W] DAk A G &, 3l 0 X007 () tomea t Bt B
ARISSLIRSS, (At BRI SEEL, 58 4l Uk 15 AC B 56 BESSLAL ) PAIE !

fEJava MEEA O H, RAMET ABAIERERTNE. BTk, RIS
JrONEE A LRI 24

X BLIRATE A thawte 3 (ML 21 R FcailE1s.

L BEAEZ M s Fy BRI 4%, X AT F www. zlex. orgfE MR K44 G201 H 1% 45,
PAENARIPIE A bt 23048 S2 AR L A AR A D

2. WHRIR A AR, ARSWCR BB AR 2SR ARG )
https://www. thawte. com/cgi/server/try. exeskfFcallF{.

3. R E R B

Shell XAt

keytool —genkey —validity 36000 —alias www. zlex. org —keyalg RSA —keystore d:

\zlex. keystore

TEIX BLIRAT A 05 8 123456

IS -

Console Q15

| i ANkeystoreZ i
ERVEII A TR
NS TT SR NP Y | /A
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[Unknown]:  www. zlex. org
TR LA AR AT A2
[Unknown]:  zlex
AR BRRRAT A2
[Unknown]:  zlex
TP AT BT X s A4 R A4 2
[Unknown]: BJ

TE AL N B 0 A4 R AT 4 2
[Unknown]: BJ

AL P B E AR R A A
[Unknown]:  CN

CN=www. zlex. org, OU=zlex, O=zlex, L=BJ, ST=BJ, C=CN IF#fins?
(5] Y

i N\ <tomcat> ) -0
(WA keystore HAAHIE], $%MI%) -
LN/ PN R T

Tt a4, M zlex. keystore T CA UEFS HIIH .
Shell A5

keytool —certreq —alias www.zlex.org —file d: \zlex.csr —keystore d:

\zlex. keystore -v

TRE3RAT zlex. csr 3CMF, WTRAHEFASTIF, WA PR

Text {5

MIIBnDCCAQUCAQAwXDELMAKGA1UEBhMCQ04xCzAJBgNVBAgTAk JKMQswCQYDVQQHEw JCS jJENMASG
A1UEChMEemx1eDENMAsGA1UECxMEemx 1 eDEVMBMGA1UEAxMMd3d3LnpsZXgub3 JnMIGEMAOGCSqG
SIb3DQEBAQUAA4GNADCB1QKBgQCR6DXUIMp+mCKO7cv9JPs jOnl1Ec/GpM09qvhpgX3FNad/ZWSDc
vUT7YXZSoF9hQp3wlLC+eeKgd2M1VpXTvbVwBNVd2HiQPp37ic6BUU jSaX8LHtC1710BIEye9qQ2
j8GOkak7e8ZA0s7nb3Ymq/K8BV7vOMQIdhIc1bifK9ZDewIDAQABoAAWDQY JKoZThveNAQEFBQAD
gYEAMA1r2fbZPtNx37U9TRwadCH2TZZecwK JS/hskNm6ryPKIAp9APWwAy j8WJHRBz5SpZM4zmYO
oMCI8BcnY2A4 JP+R7/SwXTdH/xcg7NVghd9A2SCgqMpF7TKMfc5dE31ygdiPu+UhY200Dvp jx8gm]
1UbH3+ngMUyCrZgURFs10UY=

5.8 LIRSy 5 4% Ul #lhttps: //www. thawte. com/cgi/server/try. exe™', fiilinext,
RGN N2, X EpTbig .
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WA : Text {5

MITF3AYJKoZThveNAQcCol IFZTCCBckCAQExADALBgkahk i G9wOBBwGgggWxMIID
EDCCAnmgAwIBAgIQA/mx/pKoaB+KGX2hveFU9zANBgkqhk i G9wOBAQUFADCBhzEL
MAKGA1UEBhMCWKEx T jAgBgNVBAgTGUZPUiBURVNUSUSHIFBVUIBPUOVTIE9OTFkx
HTAbBgNVBAoTFFRoYXd0ZSBDZX J0aWZpY2F0aW9uMRcwFQYDVQQLEwSURVNUTFRF
U1QgVEVTVDEcMBoGA1UEAXMTVGhhd3R1TFR1¢3QgQOEgUm9vdDAeFwOwWOTA 1M jgw
MDIxMz1aFwOwOTAZ2MT gwMDIxMz1aMFwxCzAJBgNVBAYTAKNOMQswCQYDVQQIEwJC
S JELMAKGA1UEBxMCQkoxDTALBgNVBAoTBHpsZXgxDTALBgNVBASTBHpsZXgxFTAT
BgNVBAMTDHd3dy56bGV4Lm9yZzCBnzANBgkghk i G9wOBAQEFAAOB jQAwgYkCgYEA
kegl1PTKfpgi ju3L/ST7I9J9RHPxqTNPar4aYFIxTWnf2Vkg3L10+2F2UqBLYUKd
8NSwvnnioHdjJVaV0721cATVXdh4kD6d+4n0gVFI0m1/Cx7Qpe5dASBMnvakNo/B
t JGpO3vGQANL05292 JqvyvAVe 79DECHY SHNW4AnyvWQ3sCAwWEAAaOBp jCBozAMBgNV
HRMBAfSEA jJAAMBOGA1Ud JQQWMBQGCCsGAQUFBwMBBggrBgEFBQcDA jBABgNVHRSE
OTA3MDWgM6Axhi90dHRW018vY3 JsLnRoYXd0ZS5 jb20vVGhhd3R1UHJ1bWI1bVN1
cnZ1ckNBLmNybDAyBggrBgEFBQcBAQQmMCQwI gY IKwYBBQUHMAGGFmhOdHAGLy9v
Y3NwLnRoYXd0ZS5 jb20wDQY JKoZ ThveNAQEFBQADgYEATPuxZbt J JSPmXvfrrlyz
xgMO6IwTZ6UUO1ZRG7IOWufM jNMKdpn8hk1UhE17mxAhGSpewLVVeLR7uzBLFkuC
X7wMXxhoYdJZtNai72izU6Rdloknao7diahvRxPK4IuQ7y20Z511/4T4vgY6iRA j
q4q76HhPJrVRL/sduaiutgYwggKZMI ICAqADAgECAgEAMAOGCSqGSIb3DQEBBAUA
MIGHMQswCQYDVQQGEwJaQTEiMCAGA1UECBMZRk9STFRFUIRJTkc gUFVSUE9TRVMg
TOSMWTEdMBsGA1UEChMUVGhhd3R1TENIcnRpZml jYXRpb24xFzAVBgNVBASTD1RF
U1QgVEVTVCBURVNUMRwwGgYDVQQDExNUaGF3dGUgVGVzdCBDQSBSb290MB4XDTk2
MDgwMTAwMDAwWMFoXDTIwMT I zZMTIxNTk10VowgYcxCzAJBgNVBAYTA1pBMSIwIAYD
VQQIEx1GT1IgVEVTVEIORyBQVV JQT INFUyBPTkxZMROwGwYDVQQKExRUaGF3dGUg
Q2VydGlmaWNhdG1vb jEXMBUGA1UECXMOVEVTVCBURVNUIFRFU1QxHDAaBgNVBAMT
E1RoYXd0ZSBUZXNOIENBIF Jvb3QwgZ8wDQY JKoZThvcNAQEBBQADgYOAMIGJAoGB
ALVIKkG+0s6x/DOhm+tKUQfZVMWGhE95 sFmE tkMMTX2Z14n616BvzoRe J5n jzt 1LF
cqudEUk9]J120egKKfmqRzmQFLP7+1niSdf JEUE7cKY40Qo199270PTrL jJeaMcCl
+AY1+kD+RLABtuKKU3PurYcsCsreb6aTv jMcqpTJOGeSPAgMBAAG jEzarmAS8GA1Ud
EwEB/wQFMAMBAT8wDQY JKoZIhvcNAQEEBQADgYEAgoz j7BkD908s12VOv+EZ/tTE
£z/LC8y6mD7IBUziHy5/53ymGAGL tyhXHvX+UIE6UWbHro3IqVkrmY5uC93Z2Wew
A/6edK3KFUcUikrLeewM7gmqsiASEKx2mKRK1ul2 jXyNS5tXrPWRDvUKtFCluL9a
12rFAQS2Bk Ik 7aU+ghYxAA==

Y H AL A zlex. pTb

6. K 1 CA 2 A HIUE P S AN BB

Shel1{%h4
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keytool —import —trustcacerts —alias www. zlex. org —file d:\zlex. p7b —keystore

d:\zlex. keystore -v

TEIX BLIRAT A #5454 123456

FEdl a5

Console A4

| I keystore #h5:
EIF=IE SEi0F > 3=/ SN

45 :CN=Thawte Test CA Root, OU=TEST TEST TEST, O=Thawte Certification, ST=FOR
TESTING PURPOSES ONLY, C=ZA
%% N :CN=Thawte Test CA Root, OU=TEST TEST TEST, O=Thawte Certification, ST=FOR
TESTING PURPOSES ONLY, C=ZA
JPo5 0
HRIW: Thu Aug 01 08:00:00 CST 1996 % Fri Jan 01 05:59:59 CST 2021
UEHRAL:
MD5:5E:EQ:0E:1D:17:B7:CA:A5:7D:36:D6:02:DF:4D:26:A4
SHA1:39:C6:9D:27:AF:DC:EB:47:D6:33:36:6A:B2:05:F1:47:A9:B4:DA:EA
B8 A2 B A2 B - MD5w1 thRSA
JRA: 3

.

#1: ObjectlId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647

coo BEATNER. BRI [F]: Y
NIE[RIE B2 357E keystore
[IEfEAifi# d:\zlex. keystore]

7. 384 AL

Bl 4 www. zlex. org BN BIANL . FTIFC: \Windows\System32\drivers\etc\hosts
S, Kgwww. zlex. org4REEANL L. FESCHARREIE M 127.0.0. 1 www. zlex. org. I
FEIE R HEA V7 alht tp: //www. zlex. org, B Midpingfir 4, WIERREHE wALBIANL, kHA
Wb g T .
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8. Mt & server. xml

Xml fGH5

I {Connector
keystoreFile="conf/zlex. keystore”
keystorePass="123456"
truststoreFile="conf/zlex. keystore”
truststorePass="123456"
SSLEnabled="true”
URIEncoding="UTF-8”
clientAuth="false”
maxThreads="150"
port="443"
protocol="HTTP/1.1”
scheme="https”
secure="true”
ss1Protocol="TLS” />

Yz 1 ex. keystoreds Ul El|tomcatfconf HF, HFH /8 shtomcat. 1)
https://www. zlex. org/, TRATKIBEM A LR EE . KL 5 FM8P)E, M ITIER B, [HEA
R ERTR:

& Apache Tomcat Examples - Windows Internet Explorer

@ U - | https://www.zlex.org/examples/ » B | | 4 | X |

P ARG UE T 1% CA WL A 250k

FIITIEAS, W~ B s



https://www.zlex.org/

HieaBEl zo09/9/28 F| 2009/8/18
AR B )
THUFEATERER
T
WAEI AR
Javaftig

e

|

B |EmEs | Eene|

g WEBEE

X uEBHIEANT
* RIbAE T ENRIS N

ik 25 - www. rlex. org

i - Thawte Test CA Root

import static org. junit. Assert. *;

import
import

import

import

import

VeSS
*

java. io. DatalnputStream;
java. io. InputStream;

java. net. URL;

javax. net. ssl. HttpsURLConnection;

org. junit. Test;

% @author 2%
* @version 1.0
* @since 1.0
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*/

public class CertificateCoderTest {

private String password = ”7123456”;

private String alias = “www. zlex. org”;

private String certificatePath = “d:/zlex.cer”;

private String keyStorePath = “d:/zlex. keystore”;

@Test

public void test() throws Exception {

System.
String
bytel[]

byte[]

byte[]

String

System.

err. println (" APME—RHMEE") ;
inputStr = “Ceritifcate”;
data = inputStr. getBytes();

encrypt = CertificateCoder. encryptByPublicKey (data,
certificatePath) ;

decrypt = CertificateCoder. decryptByPrivateKey (encrypt,
keyStorePath, alias, password) :
outputStr = new String(decrypt);

err. println ("JNZEHET: 7 + inputStr + “\n\r” + “fE% )5 7 + outputStr) ;

// A5

assertArrayEquals(data, decrypt);

// BAUEUE AL

assertTrue (CertificateCoder. verifyCertificate (certificatePath)) ;

@Test

public void testSign() throws Exception {

System.

String
byte[]

byte[]

bytel[]

String
System.

err. println ("FAEH N WHRE") ;

inputStr = “sign”;

data = inputStr. getBytes();

encodedData = CertificateCoder. encryptByPrivateKey (data,

keyStorePath, alias, password);

decodedData = CertificateCoder. decryptByPublicKey (encodedData,
certificatePath) ;

outputStr = new String(decodedData) ;
err. println ("JNZEHT: 7 + inputStr + “\n\r” + “fE% )5 7 + outputStr) ;
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assertBquals (inputStr, outputStr);

System. err. println ("FAfHZE 4
/] FEHZ

String sign = CertificateCoder. sign(encodedData, keyStorePath, alias

NYIFAEREA) |

password) ;
System. err. println (2544 :\r” + sign);

/] BUEE 4

boolean status = CertificateCoder. verify (encodedData, sign,
certificatePath) ;

System. err. println (MIRE&:\r” + status)

assertTrue (status) ;

@Test

public void testHttps() throws Exception {
URL url = new URL ("https://www. zlex. org/examples/”) ;
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection() ;

conn. setDolnput (true) ;

conn. setDoOutput (true) ;

CertificateCoder. configSSLSocketFactory (conn, password, keyStorePath,
keyStorePath) ;

InputStream is = conn. getInputStream() ;

int length = conn. getContentLength() ;
DatalnputStream dis = new DatalnputStream(is) ;
byte[] data = new byte[length];

dis. readFully (data) :

dis. close();
conn. disconnect () ;

System. err. println(new String(data));

FAAT, S uETE

bk, T T 3T SSLUP AR FE o WA testHt tps VAR T — TR0 W 25 1
HTTPSj 7] .
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AR ETER— T B RN 72844, LA javarp Wb AT Al o X35 i~
BB, #EFFEBruce SchneierffJ4E: Applied Crypotography. {Fjdkl. 5 I KAT
AR e AR DT AT TAR KR, R4 T XNRSASVE R S R, IR IRATTM LB NTF
fif R i) CARSCARAE A TR -

RS B S
1 ) ?ﬁ/@\iﬁjaﬁi:

X — 5 7 A UERH 25 A DA ORI S e 2k BB o s ) o ) 1001 e B
2 T TR S e HE R I s A A DUSCAR TS SR AR, H A A
A MD4. MD5. SHA-1, jdkl1.5%f b#idefit 734, 78 java Hrdb4r iy S 2R 5,
java. security. MessageDigest 3L T —ANW 2 IR ERAE i

Javaftig

/%%
*MessageDigestExample. java
*Copyright 2005-2-16
*/
import java. security.MessageDigest;
/%%
L — IV B AR, AMEH . AT DRSSO R (e ) B ORAE
*/
public class MessageDigestExample {
public static void main(String[] args) throws Exception{
if (args. length!=1) {
System. err. println (“Usage: java MessageDigestExample text”) ;
System. exit (1) :
}
byte[] plainText=args[0]. getBytes ("UTF8”) ;
// 18 getInstance ("HE") KIRTGFIH B 2L, X HAF A SHA-1 [ 160 47532
MessageDigest messageDigest=MessageDigest. getInstance ("SHA-1") :
System. out. println(”
“+messageDigest. getProvider (). getInfo()) ;
/ /I A S
messageDigest. update (plainText) ;
System. out. println(”

Digest:”):
/s g R

System. out. println(new String(messageDigest. digest (), “UTF8”)) :
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W, javax.crypto.Mac &L T — MR T ER, H

SRIIYS L RURTE) SONTR RIS Z NI S
FUR BRI SRS AT 2 e B

G AT A H A APT S0RY, A
2) FAEHINE

(ENSS M E-SAN¢ It iR tlE SN N FTet: -3 KRR S PSR A 111 e I TR P N ) K 9 1 A B ]
TR, AR R A %, EERA ORI L, JRATTH ZAE AR 3 AR S AT R

XM A P, AT IRt A HI NS I A SO, B AN S
PREITE, WIFGZEM A — RS, U A FAET (TAE web IABE T, RAPIFEALIEIN 75 )
i) -

FEHIFAINES (1, 15 a2 — N8, ATH javax. crypto. KeyGenerator =/ —M%
1 (java. security. Key) , RG4S — N n% T H (javax. crypto. Cipher) , % L Hf5
AN Sk AT s, BB RREVEAT: DES (Sbr# g U2 56 1) , AES (SCHF
MBI 128, 192, 256 fi7) , MW G 128 £, HAMKIIEAT DESede 4%, jdkl.5 fif
WAL TR FREIE SR, LUT -8 AES Sk n

JavafQrg

/%%
*PrivateExmaple. java
*Copyright 2005-2-16
*/
import javax.crypto. Cipher;
import javax.crypto. KeyGenerator;
import java. security. Key;
/%%
*FASHINET, DRUEW BN P
*/
public class PrivateExample {
public static void main(String[] args) throws Exception({
if (args. length!=1) {
System. err. println (“Usage: java PrivateExample <text>”):
System. exit (1) ;
}
bytel[] plainText=args[0]. getBytes ("UTF8”) ;
/ /181t KeyGenerator JER— key
System. out. println(”
Start generate AES key”);
KeyGenerator keyGen=KeyGenerator. getInstance (“"AES”) ;
keyGen. init (128) ;
Key key=keyGen. generateKey () ;
System. out. println(“Finish generating DES key”) :


http://cisco.chinaitlab.com/List_7.html
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//3R1F—AFLEA B K Cipher, ECB &% J7:X, PKCS5Padding &IHA Tk
Cipher cipher=Cipher. getInstance ("AES/ECB/PKCS5Padding”) ;
System. out. println(”

“+cipher. getProvider (). getInfo()) ;
/ /A% FHFASH &5
System. out. println(”

Start encryption:”);
cipher. init (Cipher. ENCRYPT MODE, key) ;
bytel[] cipherText=cipher. doFinal (plainText) ;
System. out. println(“Finish encryption:”);
System. out. println(new String(cipherText, “UTF8”)) ;
System. out. println(”

Start decryption:”);
cipher. init (Cipher. DECRYPT MODE, key) ;
bytel[] newPlainText=cipher. doFinal (cipherText) ;
System. out. println(“Finish decryption:”);
System. out. println(new String(newPlainText, "UTF8”)) ;

3) A

Eifngesl, AN AR E Y, WA WS P ? web BT T, H AR
HITEIRE AR, FUAA T APMER I APINE AR RN, ARFRE
XN, — R, — AR, AP, AR CoTH T
D s[RI, AR EGE, RAAHRMEIT (B2 o (UEE R (LRSS
% 100 3] 1000 £5) , ANHKFEES VLA RSA, 45 Blowfish, Diffie-Helman %%, jdkl.5
FhERALE 7 XF RSA I SCHF, &AM Udk 7

Javaftiy

/%

*PublicExample. java

*Copyright 2005-2-16

a

import java. security. Key;

import javax.crypto. Cipher;

import java. security.KeyPairGenerator;
import java. security. KeyPair;

/%

*— AN FL A S5 N % 491 7, Cipher 28{# ] KeyPairGenerator 2E B 2 $AAIFASH
a

public class PublicExample {
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public static void main(String[] args) throws Exception({
if (args. length!=1) {
System. err. println (“Usage: java PublicExample <text>”);
System. exit (1) ;
}
bytel[] plainText=args[0]. getBytes ("UTF8”) ;
/ /R —A~ RSA %4
System. out. println(”
Start generating RSA key”);
KeyPairGenerator keyGen=KeyPairGenerator. getInstance ("RSA”) ;
keyGen. initialize (1024) ;
KeyPair key=keyGen. generateKeyPair () ;
System. out. println(“Finish generating RSA key”):
//3RFF—A RSA 1] Cipher 28, f#JH A8
Cipher cipher=Cipher. getInstance ("RSA/ECB/PKCS1Padding”) ;
System. out. println(”
“+cipher. getProvider (). getInfo()) ;
System. out. println(”
Start encryption”) ;
cipher. init (Cipher. ENCRYPT MODE, key. getPublic()) ;
bytel[] cipherText=cipher. doFinal (plainText) ;
System. out. println(“Finish encryption:”);
System. out. println(new String(cipherText, "UTF8”)) :
/ /1% Fh S fif 2
System. out. println(”
Start decryption”) ;
cipher. init (Cipher. DECRYPT MODE, key. getPrivate())
bytel[] newPlainText=cipher. doFinal (cipherText) ;
System. out. println(“Finish decryption:”);
System. out. println(new String(newPlainText, "UTF8”)) ;

4 Brss.

HUpR4s, eSS B IEAE T B R — AN o LT ATE LA A B0 £
a4, BRI Wi 2 1 A5 i EdE, Wk T, PR A YT, A
TR AR AT EE ? L e 2] 17—, RAPIEME ), IBAAgAT LIATAE B
PRADIREAT N, SRIGBIERTARI APIRARSES, s LL T s BUA28 44 ng I i he 1ok, i
WO T UE WAL E I P, Jd R Y SR R AR R RN A, SRS R R AL B
1T I EAEIE IR R %, javah WECFES LI T R AP0 SCF:,
java. security. SignatureZ3R L T H &4

Javaftiy
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/Hk
*DigitalSignature2Example. java
*Copyright 2005-2-16
*/
import java. security.Signature;
import java. security. KeyPairGenerator;
import java. security.KeyPair;
import java. security.SignatureException;
/%%
KPS, T HIRSAFAPIR Y B B4, RS A 85 I
*/
public class DigitalSignature2Example {
public static void main(String[] args) throws Exception({
if (args. length!=1) {
System. err. println (“Usage: java DigitalSignature2Example <{text>”);
System. exit (1) ;
}
bytel[] plainText=args[0]. getBytes ("UTF8”) ;
//FERRSAZ R
System. out. println(”
Start generating RSA key”);
KeyPairGenerator keyGen=KeyPairGenerator. getInstance ("RSA”) ;
keyGen. initialize (1024) ;
KeyPair key=keyGen. generateKeyPair () ;
System. out. println(“Finish generating RSA key”):
/ /A FHFASHAS 44
Signature sig=Signature. getInstance ("SHA1WithRSA”) ;
sig. initSign (key. getPrivate()) ;
sig.update (plainText) ;
byte[] signature=sig.sign();
System. out. println(sig. getProvider (). getInfo()) ;
System. out. println(”
Signature:”);
System. out. println(new String(signature, "UTF8”)) ;
//E A SH UE
System. out. println(”
Start signature verification”);
sig. initVerify (key. getPublic()) ;
sig.update (plainText) ;
try{
if (sig. verify (signature)) {
System. out. println (“Signature verified”);
}else System. out. println(“Signature failed”);

}catch(SignatureException e) {
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System. out. println(”“Signature failed”);
1
1

5) BUTHIET .

AT, HeAHRE, A RN T, B4 BEZAWMEE, HAREHNAH
file s MAIMAEAAWTIRN C, A BT, REH A CHRHENE, FHEA KA
PR B, FEEUR B, IRIE A B, G55, XM T Z— AN L R U T (A
ERE, TREIEMND , BHEILT Certificate Authority (BRI CA) , 41 CA WL
Verisign %5, HRIEFVAER TMARHER: CCITT /Y X. 509:

BOFAUETS: e A SR PE R AP R IAT R, BRI AE O CA 5 =
T AT BT A4

R Java PENUREEME TEYIE, HESPANIESRTEEA . AE T, Y]
JESEGRAE ZHFRN . keystore [RISCAF (AT — MR O I SCAE) o B PIRNIESS AT LU
AP BN 5 BT ME— BB AR o BT S sz 3 i R fsmT DLk
LR 2 L T A UL

R T H keytool, AR —4F B FEIUEATFHIE GHAEIRIIAIE) -

1. A% keytool —genkey —v -alias feiUserKey —keyalg RSA BRIAZE H U
home H 3% T (windows R4 c: documents and settings<HRIKIH 4> HE FiH. keystore
A, BIERIRATTA RSA VRN A A feiUserKey [HEZELIUET, WHRATH T
~keystore mm ALAEHT H 3¢ T U — AP mn SCHRORAF B PINE S .

2. BAEUET: keytool —list FIZS T 0 HTA ML

WA LLLE dos FH#iA keytool —help &FFH .

—. JAR N4

BAC&S T EMQEA CHIEY T, BAER LU T EREXT JARSCH2544, JAR
A Javat A Y T ZIP 30, VP2 A Java ROSCHHTAEI—NRA . jar FEALN
SO, BRG] RUSHEAS jar SCHFRM TR 725 44, DAIESE HORYERIEL S . % JAR SR $%
e AT DURR 3l i T (A28 44 1R 58 A A A5 AT AR, 1] URAE 12 N R AEFR TR A B B o
Lo [RIAESE A, ] DL 78 S SO A e e v Il 48 il AR HE 28 42 22 10 B4 BC XS L 4%
BIRIIVT A o IXFE, HLApplet 22 K0 V5 10 515 LAEAT o

] jarsigner T HATLIX) jar SCAFREAT2E44

PHEBB AT Test. jar ICAF CATLUMER] jar dr&AT THAD -
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jarsigner Test. jar feiUserKey CXIRAT LIAIEE T A4 MUET) , 45 R
A LA jarsigner &Y FE 7B

IGUFHCESEYE: jarsigner —verify Test. jar (Va, HAEME jar 2 HgHBHT,
RAKL IS D (1), G SR in TR 2s, iR, (b A SR, D

1] Applet . <applet code="Test.class” archive="Test. jar” width="150"

height="100"></applet>$RJG W W as il P2 fR: HEVFIRAS il R4 G A HEVF-EHUE
faray
=T o

=. URERFE (SSL Secure Sockets Layer) flfE#i =24t (TLS Transport Layer
Security)

LB T RN R AR T AR5 U R 55 s 2 1)K 3t 22 4 (1R 30 £ 3E 3 1K)
Wo EWHABRAE P HUAIEIR S &5, B CAKH I SRS asEZ 7 Ble e
e I PR o AR L, 0 s i I IR (K B W] SSL/TLS A7 2%

1) 4fdi ) SSL/TLS Gl diFH https:// URL) [Auh sl AT ISR, MRS #8104 L
RIE—MET . W DAL CA IF il T IXANIE I AIF IR 220 G4y, SRJGH:
& OIP AR (Wlass) SR FHUERZFIYLE & TR .

2) BV R U SR AL BN TR I FAR] (RRATE DD BBEHLE R, RJE IR
Fras I N PIRE I E IR S AOR R S5 4 k5548 T A SRR A S, 285 FZBEALE
SIRA A PR FAT 513 B o I H AR BUE ] RSA A A5

3) B PHIAIRS AL A A 21 ARSI G 2 RCA HEATIEAS . IS —
eI MEPSSINTR RIS RENSNID ek -3 6

java ' javax. net. ssl. SSLServerSocketFactory AL T — MBI
SSLServerSocker L) 28, #7& Socket gL W LAZZR>] . 'S 58 Ik 55 a2 ) »
EN s BRI https:// WA dmD Ghavidiad SSL/TLS BT 7o R B1TIRS b
(R I By RGN B AR BB AT: javax. net. ssl. keyStore=%FHE (GIELUEHN, 47 Ni%
MWL, L localhost) F1 javax. net. ssl. keyStorePassword=fR {2565

Java 15

package security;

import java. security. *;

import java. security.PublicKey;
import java. io. *;

import java.util. *:

import java. security. *;

import java. security. cert. *;

import sun. security. xb09. *;
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import java. security. cert.Certificate;

import java. security. cert.CertificateFactory;

/%%

* R XT “CHEFIET” SO ERAE

* java & (FEHLAS B2ede jdko AR ft 72 GEEE) , cmd ML T keytool
At T LA E ik

*

* {EISAT A i

* 1F ¢ # HZX NEE—/MET, FREUETE N BoesoftKeyLib, G744
TestCertification fJ—4ciEd5, ‘EHEM

* RSA RN, HIgwBHKER 1024, uEBARMIA 14

* SPHAUET SO A TC. cer EAF T AR C:/

* 2K keystore

*/
public class DigitalCertificate {

public static void main(String[] args) {
try {
/R BRI — AUl 5 BRSO (BRI ] BLUE A SO
iy TC. cer)
//MAE SO TC. cer HLEHGIE 15 B
/*CertificateFactory cf =
CertificateFactory. getInstance (“X. 509”) ;
FileInputStream in = new FilelInputStream(”C:/TC. cer”);
/ /SO LSO TE G NIE 528 Certificate Hf
Certificate ¢ = cf. generateCertificate (in);
System. err. println ("EH Y String 5 EE TS & :
“+c. toString ()) ;*/

//BEAR BRI v, BEMESE S EGEE R, AR g
R—Bi—F

String pass="keystore”;

FileInputStream in2=new FilelnputStream(”C:/BocsoftKeyLib”) ;

KeyStore ks=KeyStore. getInstance ("JKS”) ;

ks. load (in2, pass. toCharArray()) ;

String alias = “TestCertification”; //alias A%< H M54

Certificate c=ks. getCertificate(alias);

System. err. println ("FH#eEk String JGHIERER: “+c. toString ) ;

//3RBERIN X509Certificate ZERIAINT S, XJ/EUET52RFREL Certificate



TR, ST LI

X509Certificate t=(X509Certificate)c;

WL NCIEGE G Y,

System. out. println ("fRAS : “+t. getVersion()) ;
System. out. println ("JF415 :"+t. getSerialNumber (). toString (16)) ;
System. out. println (" F&44: “+t. getSubjectDN()) ;
System. out. println ("2 Kk #: “+t. getIssuerDN()) ;
System. out. println ("HRI: “+t. getNotBefore()) ;
System. out. println ("4 &k “+t. getSigAlgName () ;
byte [] sig=t.getSignature();//25%H

PublicKey pk = t. getPublicKey();

byte [] pkenc=pk. getEncoded() ;
System. out. println ("2A4H: 7);

for (int i=0;i<pkenc. length;i++) {

” 7

System. out. print (pkenc[i]+”,”) ;
1

System. err. println() ;

//UET I IR RS Y, UK BUE B EE — AN Rk H X 1)
Date TimeNow=new Date () ;

t. checkValidity (TimeNow) ;

System. out. println ("UE43 8 H WA MR A A BUEB HE 7)

//RAEE TS5 44 A R, 38 BT UE TS IE 0 (CA) B AT 25 %5 ) 1)

CAEHS, Lbln: caroot.crt XAt

A%

//BTF- A CA miga A e+, BT S HATA T
/*FilelnputStream in3=new FilelnputStream(”caroot.crt”) :
//3REXL CA UE+S

Certificate cac = cf. generateCertificate (in3):

//3REL CA )51

PublicKey pbk=cac. getPublicKey () ;

//c AARHAETS, WHEAIGIET, H CA FIAPHRIE T UET ¢ 1)

c. verify (pbk) ;*/

} catch(CertificateExpiredException e) {//HF 451 H HAFG 2k 4 2 ik #H

System. out. println ("IF ) H UG R ERLT i #17) ;

} catch(CertificateNotYetValidException e) { //iEd5 1 H HAFT 2462
WA AL

System. out. println ("UEF ) H BAERMER A AR ZER) ;

} catch (CertificateException ce) {



ce. printStackTrace () ;

} catch (FileNotFoundException fe) {
fe. printStackTrace () ;

} /*catch (I0Exception ioe) {

} catch (KeyStoreException kse) {

}#%/ catch (Exception e) {
e. printStackTrace () ;



Java ¥ 3DES N i & i H 7~ 15

7t java Hi A sun A I HRALY) 3DES hn# i HERy, 75 EAE FH 2ISIAVA_HOME/jre/lib/
H TR 4 4 jar 4.
jce.jar
security/US_export_policy.jar
security/local_policy.jar
ext/sunjce_provider.jar
Javaiz 17 I 22 H 8 I #ex 2e 4, B ek T i main eR 2500 B TR e AN T 2 v E F
CLASSPATHIMG AR Hrh . X TWEBRH], ANifi ZEUIX LA N FIWEB-INF/ib H 3% K .
DL 2 java H i H sun 2w S48 1) 3DES Jin 2 fifk 2 S KA AAR S
I* 7755 DESede(3DES) Ja*/
import java.security.*;
import javax.crypto.*;
import javax.crypto.spec.SecretKeySpec;
public class ThreeDes {
private static final String Algorithm = "DESede"; // & X hn % & %, o] H
DES,DESede,Blowfish

Ilkeybyte &2 5H, KN 24 -5

Isre N2 f B gz X GIED

public static byte[] encryptMode(byte[] keybyte, byte[] src) {
try {

I 1%

SecretKey deskey = new SecretKeySpec(keybyte, Algorithm);
1

Cipher c1 = Cipher.getinstance(Algorithm);
cl.init(Cipher.ENCRYPT_MODE, deskey);

return cl.doFinal(src);

}

catch (java.security.NoSuchAlgorithmException el) {
el.printStackTrace();

}

catch (javax.crypto.NoSuchPaddingException e2) {
e2.printStackTrace();

}

catch (java.lang.Exception e3) {

e3.printStackTrace();

}

return null;

}

IIkeybyte N N2 5H, KN 24 FH45
Hsrehy I g R g X
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public static byte[] decryptMode(byte[] keybyte, byte[] src) {
try {

I 1%

SecretKey deskey = new SecretKeySpec(keybyte, Algorithm);
i

Cipher c1 = Cipher.getinstance(Algorithm);
cl.init(Cipher.DECRYPT_MODE, deskey);

return cl.doFinal(src);

}

catch (java.security.NoSuchAlgorithmException el) {
el.printStackTrace();

}

catch (javax.crypto.NoSuchPaddingException e2) {
e2.printStackTrace();

}

catch (java.lang.Exception e3) {

e3.printStackTrace();

}

return null;

}

Ik WA i iy

public static String byte2hex(byte[] b) {
String hs="";

String stmp="";

for (int n=0;n<b.length;n++) {
stmp=(java.lang.Integer.toHexString(b[n] & OXFF));
if (stmp.length()==1) hs=hs+"0"+stmp;
else hs=hs+stmp;

if (n<b.length-1) hs=hs+":";

}

return hs.toUpperCase();

}

public static void main(String[] args){

1S T8 22 42 530325, 0 SR R ICE R 248 e s Ik 2%
Security.addProvider(new com.sun.crypto.provider.SunJCE());
final byte[] keyBytes = {0x11, 0x22, 0x4F, 0x58,

(byte)0x88, 0x10, 0x40, 0x38, 0x28, 0x25, 0x79, 0x51,
(byte)OXCB, (byte)OXDD, 0x55, 0x66, 0x77, 0x29, 0x74,
(byte)0x98, 0x30, 0x40, 0x36, (byte)OXE2

¥ 1124 FATHIE Y]
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String szSrc = "This is a 3DES test. Jlik";
System.out.printIn("Ji 2 |/ 1 745 £ " + szSrc);

byte[] encoded = encryptMode(keyBytes, szSrc.getBytes());
System.out.printin("Ji % J5 #1745 £ " + new String(encoded));

byte[] srcBytes = decryptMode(keyBytes, encoded);
System.out.printIn("fi# % 5 B 745 5" + (new String(srcBytes)));
}

}

Java 7 HI B0 SR N A

1. MDS5 jn#s, w450, 2 P IR .

protected byte[] encrypt(byte[] obj) ...{
try ..{
MessageDigest md5 = MessageDigest.getinstance("MD5");
md5.update(obj);
return md5.digest();
} catch (NoSuchAlgorithmException e) ...{
e.printStackTrace();

}
}

2. SHA %%, 5 MD5 AL HIE, ORI I EIEAA .,

protected byte[] encrypt(byte[] obj) ...{
try ..{
MessageDigest sha = MessageDigest.getInstance("SHA™);
sha.update(obj);
return sha.digest();
} catch (NoSuchAlgorithmException €) ...{
e.printStackTrace();

}
}

3. RSA %, RAS % VA= . W H T AN,

import java.security.KeyPair;
import java.security.KeyPairGenerator;
import java.security.interfaces.RSAPrivateKey;
import java.security.interfaces.RSAPublicKey;
import javax.crypto.Cipher; [** *[[**
* RSAEncrypt
*
* @author maqujun
* @see
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*/

public class RSAEncrypt ...{

[** x[[x*

* Main method for RSAENcrypt.

* @param args

*/

public static void main(String[] args) ...{

try ..{

RSAEnNcrypt encrypt = new RSAEncrypt();

String encryptText = "encryptText";

KeyPairGenerator keyPairGen = KeyPairGenerator.getinstance("RSA");
keyPairGen.initialize(1024);

KeyPair keyPair = keyPairGen.generateKeyPair();

Il Generate keys

RSAPrivateKey privateKey = (RSAPrivateKey) keyPair.getPrivate();
RSAPublicKey publicKey = (RSAPublicKey) keyPair.getPublic();
byte[] e = encrypt.encrypt(publicKey, encryptText.getBytes());
byte[] de = encrypt.decrypt(privateKey,e);
System.out.printin(encrypt.bytesToString(e));
System.out.printin(encrypt.bytesToString(de));

} catch (Exceptione) ...{

e.printStackTrace();

}
}

/** *//**

* Change byte array to String.

* @return byte[]

*/

protected String bytesToString(byte[] encrytpByte) ...{
String result =",

for (Byte bytes : encrytpByte) ...{

result += (char) bytes.intValue();

}

return result;

}

/** *//**

* Encrypt String.

* @return byte[]

*/

protected byte[] encrypt(RSAPublicKey publicKey, byte[] obj) ...{
if (publicKey !'=null) ...{

try ..{

Cipher cipher = Cipher.getinstance("RSA");
cipher.init(Cipher.ENCRYPT_MODE, publicKey);




return cipher.doFinal(obj);
} catch (Exceptione) ...{
e.printStackTrace();

}
}

return null;

}

/** *//**

* Basic decrypt method

* @return byte[]

*/

protected byte[] decrypt(RSAPrivateKey privateKey, byte[] obj) ...{
if (privateKey !'=null) ...{

try ..{

Cipher cipher = Cipher.getinstance("RSA");
cipher.init(Cipher. DECRYPT_MODE, privateKey);
return cipher.doFinal(obj);

} catch (Exceptione) ...{

e.printStackTrace();

}
}

return null;

}

HI Java HIINEEHL IR AR5 IR HI 20

Java streams &R KGR FET H. java.iofldeft TR ZArERIRRAL, FFREIR B S
AL H ORISR VN IR DR RVREL PR T AL B FE . ¥ FileReader il
BufferedReaderBE ik . FoAl17E & AL IR 5528 3 FH AR P 10 B4kt 2 FH 2R AL R 2

KRBT

IR, N, E1TKeyGen k= E— AN . BATRH RIS ik,
JIT LA PR 6 55 gt 0 250 B 1) 0 DG BE 7 o

‘% 4=socket

FATN AT, IR IRATIEN I socket X R LRI . ik s G
T AR IIUGAL T

outCipher = Cipher.getinstance(algorithm);

outCipher.init(Cipher.ENCRYPT_MODE, key);

inCipher = Cipher.getinstance(algorithm);

inCipher.init(Cipher.DECRYPT_MODE, key);

K12 socket A& X1 FRIAEAR , i LARRATTR A PN o in 2% i tE P E5cdls O i N 10
BiE. A getinputStream()Fl getOutputStream (), i 5 Ff 7 230 N 25 & fift 25 38 1 i B N
Ryt 28 A 2 ) B

7£ JCE 1 javax.crypto {3 H143% CipherlnputStream FI CipherOutputStream iX i F i
RAY . AbAT TR A H RN BB 0 R
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Socket Hi%5#%

THIES AT socket AR5 #5250E . SecretSocketServer N 147 T ServerSocket,
M RERENT, {f T SocketHandler 7 A4 — AN FE R B RS

Socket i)

I KeyGen ke 7 K, Hz—A> SecretSocket X%,

Key key = KeyGen.getSecretKey();

this.ss = new SecretSocket(s, key);

I 1¥) socket AbEE#R @I SecretSocket 1A J& Socket X 5. AR Ja FAr 1AL R THI )
/f—%ﬁ%:

in = ss.getInputStream();

idE, 7E SecretSocket H', getlnputStream ;& F1 CipherlnputStream UL InputStream
FZ G, KA SocketHandler & /NMATHATIRA AL, FATTAEA A run() 77k XA
T FURTE A4 socket 4R .

Java F&JF BN R0 = in &

TGN R B Javafs 7 10 SO, At 208 & B v i) Crackid %, HAA B E T XAt
Bt BATA e RS BA TR AT I

T FATI1S 2 1) Java e 7 i) Crack A W Fl, — g T-KeyGen GEMHB A %8 ). —FlE
THRHAE

BAVEE TR, QBB — AN T 1) KeyGen [RII g FATT 2 AR IR AR A il H
KeyGen [N, iR )sd, (R ntr— T, Aftafhheficd KeyGen g? KAt
XPIXAS Java FE 702 Sk T R ARG 28 s X R N WRLEe 2 — AN AR BTN,
AR RE, BRAENIL, & XWe, safgi, Kt XAarEend 2 mimr, SEAngE, IBXAE
TR LSk 2 W], A A MR R A (Rl R A B Ll SR AEARL, Java YRR T E A
FITE VRN R A2 A5 IE A e 2 mapie), AR N B P AT

RN s 5k, AR KeyGen s AELT R T ...... (2T, e 2
VA HRMIRT I, sisca InEmE, HReH S =Rk

R IME LGS G XA R B —NEM S, A 2 #AZER L, 4843 Borland
JBuilder & Optimizeit Suite

MRS R, AT AZEAFRES? FAVRAE ST AW ? AHA, HiEat License
U RSy, A ATRA A B E IR 2 ke 2 SRR PR (1 AT i)
IMNERANE: (2) Java FEFANEE Key, @45 HARK License it ; B FHEHM, FA1H
B H T License SR8, BT B SCFHAT T -

KRR IPEAF TATAT SO, 203483 BEA WebLogic

gt B dT, FAT RS T, B B AFREIM T License K 13 43 5L
IS SLLIE Sy, BATHEEE 3 N T —NME Sun ARRMEARHE IVM: ), — ARG
OV ), —ANE Jad (4l Java 4 T HD.

e, XA 0, FAT1IX HLLL Together For JBuilder Edition ki,
JA3)) Together, SEHEGKATAMET? U, [kt EE License; Ok, WXR, Bih; k2|
Together (152 Bat SC {4, #REBVEMHE@4: java ...... , OK, 7F Java Ja sl fEes—A
Z4: “ -Xrunhprof: cpu=times”, {&ff, 7Ej33), &% License, B, AWK, Al
A LLRIL, XA Hat R 2 T —AMjavahprof.xt”SCE, 4T —&, w2 R ZE 1 IVM (1) Dump
A, W WM, BRR, 121EE K.

PATAT LA ML IXAS SCAF LA 4 2 AR P AR PE IR - java.*/com.sun.*/javax. * 554, {HIXA™
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ANEBATFOM, FATTE L com.togethersoft. ¥l i — LR 44 1) zd.d 2555 . GX LA
—Ay, JLFRTA T Java N HFE P ARG, HSORE 1) AR FT 5, AT S i)
St #k k5 % 45 License f7 X ), Serach — |, B4R 474 4T .
com.togethersoft.together.impl.ide.license.LicenseSetup.execute  (  [DashoPro-V2-050200] :
Unknown line), Ok _-73HE classpath H (1) Jar (0 LRI #6— FIE (HEFEH] WIinRAR), #3172
JaH dad JedwiE, —F, XNEARE, (2T — zae 1928, XNEL TR NTERE T
T, SeAHE, HEF NI —1) ldeLicenseAccess.setLicense (zael), Ok 2% #k #l
IdeLicenseAccess, MAIG, MLIX 4%, BT License B0 UF# & E IRIX NS, T )6 4 1) JE
AUANEE, WA )

SERLESE T, N R B IS R A SOX PN L, bRk LicenseSetup L i
execute 7 VA SR A 2%, 1B i%IdeLicenseAccess, k%A U6 UEHRIR [Fltrue, 4R 4ni%, Bk,
ANFEE RN, XEEA %R, BEHTEO0!! F3Together, F4R, X K A%License I,
Hlazshmm, 27T, HE— K, Bablg, —GEHG, S, R, it
, EHRARYE, A — A 1deLicenseUtilZE H T 1), FRRgmiE, B0, B X MFET .
Masgh, MHt—T, OK MB7-222 70-210 1Y0-327 .

BUIXFE, —A Java N R PHaE T AR ILILMIRM R,

TRRBEULTRIE , KFE T REHANIE B &1L IRE 1) Java 1) Class S22 B Rk J5 0 FiAL &
2T IR, KA AR ? XA S| Class AL T, WjHkid, Class
SCAFFRAL T AN 0t (constant pool) 1% AN HLTHI il A7 735 174 & R 7 vk (1) 44 R SE — R A
Class AHICIIZR P, FRATTIE H i v FR VRV S0 A2 FH — P T B 0 A o 500t L 1T P 2R 2R e R
i, IXAEFR IR S G PR RS RR, WIS A A A A A S5 4 R R R 1R AR D G A
U /SYPS

T Sk i vt Java FEF N s A BT RN 7ok E . Java BEF LT 2 A 4
SER M IMEIATINE I, AR, AT UGG — L0, A G R IR 17

JE—, R A HRER AT AT 0% 5

JEO) =, ANSEEAE Jo 28 B0 P 3 A5 P TR g 5 % S AR D SEEGIE K T VR S AR A A
W%, JEkRVE A private final void, b4 i 2e 8Ok Ak BR A P 65 5

JE =, RATREMKIE BV : ) HRAUT mi (VR 2%

JAVA N R % --- B & R #s N A

BAT{EFTIAVA CLASS LOADINGH A, 928l T —HE XIS . s HETHEE X
INEEs N, WEERIT . N2 H 2 L CLASSLOADERTEJAVANI S fif 2 5 [ 1) — 4
I

JAVAZ S

JAVASE R RERAT IO 5 0 T AR I ERA P 5 # HH R IV MO 5 5 85 SR AT AR A
7o MR FAESCAE, Wt BA T B 28— class U

ARV K ARG H AR, W2 javasett, Sl idsedmni®, A IVMITREmR:
ft.class S04 o

XA, AEBAE AT BOR S, R —AS g ieds, AR HTT LUR S 3k
WS IS IR TARZ AR UL A B 21
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XTI iR SR, BMIIAZ, A7 L] DR R ORI IAVASR S . IXHERERS
A S 2 PR PRI AE RGN o AEAL VT B g B IR AP AE AT 3R T, S BOXMONE R R Z L
TIANEA AR 2 A B AT ASEHU IAVASTAF IR N2 il %5 . JRBLAE T AR S, At
Ferp i —Rt

JAVAR RIGVEAS [ i AL A28 S, R, LR FRAT T N figt 35 1) 5 162819 R % o
FIH B & XHICLASSLOADER
Z . http://www.blogjava.net/realsmy/archive/2007/04/18/111582.html

JAVAH R AR T I SN AR B N A 1R o 6 T2 a8 (1 CAR AR I N 0w
1.searchfile()

FREBIFRPT BB SA o (PHFRIARELIMES, BIAE FUR A A~ class 304D
2.loadDataClass()

B AN A 1

3.difineClass()

IR SCAT . O BEILSAR 2%, AR AT O

MIXAS LR ERATREARIE R R I, H & XIS IR BENS AR A 14 B BEAN ST
Wk, XK 4 (loadDataClass) F1%i =4 (difineClass) Z.[d, IAT¥<H H M
25 ) R R X N

FATT s g s (BRI BX L
ik

JAVAINZ AR IR ARG IR 2 o JAVAH ORI T I ISR S P AL TS o TR
FHORRR L, W% EdiikiA—, HEZ2XGOOGLE— R,

NI HIDESXI AR NS HL (B AN, ARJEX AT AR REA T I ) R #2811

B, BN EHKEY .
T E R Blkey.txtf o XSRS S OIRL . WEIIE S, MER AR T TR T 2RS4
(A=

package com.neusoft.jiami;

import java.io.File;

import java.io.FileOutputStream;
import java.security.SecureRandom;
import javax.crypto.KeyGenerator;
import javax.crypto.SecretKey;



Elclass Key {

|

| private String keyName;

|

e public Key(String keyName) {
| this.keyName = keyName;
"}

|

EIE] public void createKey(String keyName) throws Exception {

|

| oA ERBHLER, DES HkRE

| SecureRandom sr = new SecureRandom();

| /I 1] DES 5k 814 —4~ KeyGenerator X%

| KeyGenerator kg = KeyGenerator.getinstance("DES");
| A S R A LA B R T
| kg.init(sr);

| e

| SecretKey key = kg.generateKey();

| R R

| byte rawKeyData[] = key.getEncoded();

| AR B R (A B SO, AR A
| FileOutputStream fo = new FileOutputStream(new File(keyName));
| fo.write(rawKeyData);

-y
|

EIE public static void main(String args[]) {
EIE try {

| new Key("key.txt");

EIE } catch (Exception e) {

| e.printStackTrace();

P}
|
-3
3
500, R BATIIT BT N RSO REAT I

Eb 45— DigestPass 28, CZHEIE W 9w 41 4=k DigestPass.class ({4, i, XA
A RATATNA AT LU R RS Snas ol LL A shrpnge . A ~—52, Tli#E=
ARSI AN SN o Al RS SN A8 o VRS R IR 1) - RS St . AR
T

package com.neusoft.jiami;

import java.io.File;
import java.io.FilelnputStream;



import java.io.FileOutputStream;
import java.security.SecureRandom;

import javax.crypto.Cipher;

import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;
import javax.crypto.spec. DESKeySpec;

E=Elpublic class JiaMi {

B public static void main(String[] args) throws Exception {

|
|
I
I
I
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
-
L

/I DES HIEERA — Ml EAE R BEH LS

SecureRandom sr = new SecureRandom();

1 RT3 R A

FilelnputStream fi = new FilelnputStream(new File("key.txt™));

byte rawKeyData[] = new byte[fi.available()];

fi.read(rawKeyData);

fi.close();

11 A% e £ e 61 3t DESKeySpec 4

DESKeySpec dks = new DESKeySpec(rawKeyData);

I BN, AR5 et DESKeySpec 34— SecretKey %%
SecretKey key = SecretKeyFactory.getinstance("DES").generateSecret(dks);
11 Cipher X} % 552 5 56 N 2 454

Cipher cipher = Cipher.getinstance("DES");

11 1Y% #1464 Cipher X %

cipher.init(Cipher.ENCRYPT_MODE, key;, sr);

I BAE, SRECE s 1) SO s

FilelnputStream fi2 = new FilelnputStream(new File("DigestPass.class"));
byte data[] = new byte[fi2.available()];

fi2.read(data);

fi2.close();

11 TESHRAT D A

byte encryptedData[] = cipher.doFinal(data);

I N i i e 7 o Js S A

FileOutputStream fo = new FileOutputStream(new File("DigestPass.class™));
fo.write(encryptedData);

fo.close();

b, X CLASSLOADER HETNZE . %LU

package com.neusoft.jiami;



import java.io.File;

import java.io.FilelnputStream;
import java.io.FileOutputStream;
import java.security.SecureRandom;

import javax.crypto.Cipher;

import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;

import javax.crypto.spec. DESKeySpec;

import com.neusoft.classloader.MyClassLoader;

ElEpublic class JieMi {

EIE public static void main(String[] args) throws Exception {

/I DES $EESRA — A I EAE B HL &R

SecureRandom sr = new SecureRandom();

1 3RA e K A

FilelnputStream fi = new FilelnputStream(new File("key.txt"));

byte rawKeyData[] = new byte[fi.available()];// = new byte[5];
fi.read(rawKeyData);

fi.close();

11 W\ Jg i el G i — 1> DESKeySpec X4

DESKeySpec dks = new DESKeySpec(rawKeyData);

I B — AT, AR5 e DESKeySpec % % 4 pli—4> SecretKey %%
SecretKey key = SecretKeyFactory.getinstance("DES").generateSecret(dks);
11 Cipher X} % 55 by 56 1 fift 2% 454

Cipher cipher = Cipher.getinstance("DES");

Il 1% #1464 Cipher X %

cipher.init(Cipher.DECRYPT_MODE, key, sr);

I BAE, SRECEE I

FilelnputStream fi2 = new FilelnputStream(new File("DigestPass.class"));
byte encryptedData[] = new byte[fi2.available()];
fi2.read(encryptedData);

fi2.close();

I TESHRAT A A

byte decryptedData[] = cipher.doFinal(encryptedData);

13X I EC I i B A 2R S A

/I FileOutputStream fo = new FileOutputStream(new

/I File("DigestPass.class™));

/I fo.write(decryptedData);

11 e )i Rt I8 9% i

MyClassloader mcl = new MyClassloader("E:/");



Class cl = mcl.loadClass(decryptedData, "com.neusoft.jiami.DigestPass™);
DigestPass dp = cl.newlnstance();

¥

T - -

}
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Privacy Guard). X}, 2Rt NV Z G se i Tigss . (AfRs 2 fa, A&
A T —AINE RSO, XM FH AT s B4 290

(3) RS, fEis T hIVMALE Hilif2egedi# (Class Loader) fi## 283 . Java
IEAT BN ARG AL B A b R R T DO 2 1 R A T8 50 IV IR 2 N 28 ST I 1 5
BL—A~Fr A ClassLoader {156 %, X AN % G A7 S4BT S B N IE AR 1T VM . IVM %
ClassLoader— /MU & T A A% (#lliijava.lang.Object) 4 71745, 4R )5 thClassLoader
TR B, A EYE, RS R — A Classhi % .
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JavaZ Gk R JavaZ Ly &

Javat# it vk 2 (JCA) FlJavas i 4™ € (JCE) (1 B v H 11152 Jy Javadle {15 S LE 5% 1A 1 by
HAPL, EA#S M factory JiiE R QUSRI BIRE, SRR HESERR TN s At an R B 48 € 1)
JRJZ 518, 5 e Oy R it T IS5 S it 1 fEdava b SEBLE I IO I B TR, AT LN
(F1ICEQavalna 4 &)k LB . JavalT A T HAE 1.1 24 SEBL A5 80728 4 {5 R 245 A )
INEETRE, HEH T — Al T (N RS PR B B 0SNG R 1o Javasi i 4 28 G5 A SR (I 7
(I LR AT TR IS SRR R A S

Javas it 2 gl e e T AR P A S )
(V)BT R M MR v Sk
(2) SE T A A 7 A RO AH B AR A

VLB M Rl e OB IR 25 k3R A . R TR T AR R SRR R R AN FH 2%
SR U] SEPLIX SN 2 o SIS A R A FH A do 30 A 25 B LR R S B . R R 55
FRALR R LI A B ARG RS I — DB AR . AT I A R AR — o e 10 25 ol
LSS AT QR — MRS, 7 0] DL AR R B AR o e RN B B (L%, v R 5 42
LRI ZIPFIIAR A TAAECLASSPATH I, i 4 i Java 2 4% Ja M SO e e B e S— M ikt
Javalz AT R BESUnfiliAS i, $fi— AN As R L 25 Sun.

I 4 DESE 1 Kz nn] 1) DES &= 0 28 R 25 28 SO (130 B8
DESE i

DES (Data Encryption Standard) & BH & 1 ) 12 A% F (1) 40 SRR N % 553%: . DES
BN S84 =4 Key. Data. Mode. 1 Keyky 8 N3k 64 f7, EDESH LM T
YE%5; Datath >l 8 N7 64 £, & ZEH N2 sl it 2 1 £t s Mode DESIH T4E 75X,
APl 0 SR .

DESHE TAFRUREM T : #Mode iy B, WAIHIKey xI#dliDatadb 1 e, Ak
Dataft)# i /2 (64 A7) 1 DESIH 454 tnMode  fif s A, TR I Keyxt # i 1 5
[ EicHls Datadb A7 i %5, 14 )54 Dataf I B (64 fi) 11 DESHIHm L 45 R . 7E3E 15 2% 1)
Padi, X298 — B Key, ZEIEAE 19U A Key % 08 HEATDES N, AR5 LU I JE
HAEAILEAE R CAnR G D AR B P25 2, Bl Bk H ks, R Key
X R BEAT AR AT EIL T IR SRR OB . XA, (AR T RO Bt e A SIS
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A DESEIZ N 1125 B

QD B £ A 7 o 3 72 I o9 W 1 S R R 4 gl 1 < R A R P A P i B
TR N RS Py — e A 1 — Be it s 9IS 0 T B

[ AP ]

I A A S AR R BEH LB

Secure Random sr = new SecureRandom();

I R FATTE B I DESH LA il — 4~ KeyGenerator X %

KeyGenerator kg = KeyGenerator.getlnstance ("DES" );

Kg.init (sr);

I A % H

Secret Key key = kg.generateKey();

11 K5 SRR ARA7 o SCPFR S BT, ol key Filename k147 19 3144
Util.writeFile (key Filename, key.getEncoded () );

(2) s, el Ylea, 8 PRy D msEgds. W ros.
CHTE S s Jsthn 2icdia 1

I 7 A A S AR BEA LB

SecureRandom sr = new SecureRandom();

NS0 key Filename 45 21 % 41 % 9

Byte rawKeyData [] = Util.readFile (key Filename);

11 )iy B 4 61 it DESKeySpec k] %

DESKeySpec dks = new DESKeySpec (rawKeyData);

Il BT, SR S DESKeySpech #: hiiSecret Key st %
SecretKeyFactory key Factory = SecretKeyFactory.getinstance("DES" );
Secret Key key = keyFactory.generateSecret( dks );

I Cipher i 52 b 5¢ B A F

Cipher cipher = Cipher.getinstance( "DES" );

Il F AR 4R 4 Cipherty %

cipher.init( Cipher.ENCRYPT_MODE, key, sr);

11 3L RS SRI it 0 3 0 i ah

Byte data [] = Util.readFile (filename);

Il 0T 0 B A

Byte encryptedClassData [] = cipher.doFinal(data );

I ORAE I J SO, 78 o JsUof 2R

Util.writeFile( filename, encryptedClassData );

(3) fift B K . IBATEILINE AT, ClassLoadersy # JFfil % 8 S0 #AE 2B
TR,



T P e 1

I A A AAE AT R B LR
SecureRandom sr = new SecureRandom();

Il NGB SO 3R g G 2 D1 E s

Byte rawKeyData[] = Util.readFile( keyFilename );

Il 13—/ DESKeySpeck| %

DESKeySpec dks = new DESKeySpec (rawKeyData);

I BEE—ANBHIT) . SR )G T e DESKeySpech} % i #i ik Secret Key %
SecretKeyFactory key Factory = SecretKeyFactory.getinstance( "DES");
SecretKey key = keyFactory.generateSecret( dks );

I Ciphert} %512 B 56 Jsfift 2% 45 AF

Cipher cipher = Cipher.getinstance( "DES" );

Il 55301464k Cipherx %

Cipher.init( Cipher.DECRYPT_MODE, key, sr);

Il 3RAGE R I () St

Byte encrypted Data [] = Util.readFile (Filename);

IFRAT s 1A

Byte decryptedData [] = cipher.doFinal( encryptedData );

11 3R ) K o )i O 880 e A p ok R 2R

K EIRACHS 5 B R SRS 45 5 al USRI A 384T AT ke 21 PR 37 5 SRS 11
M.

SRR
TN g s e 25005 A By b DRAIE R 2 s PE SE 3Pk (R R 5Tk, Javadh 5 N & 6K

P, 7EInternet b ¥ R RS 2 )2 o Al I DESHLILIN % Javaili i 7 — & FE i EREIR TR AFIN
PR
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