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Abstract

In the Internet environment, access control of data has become a research hotspot of current in-
formation systems. Technologies such as encryption, authentication, intrusion detection, and
access control used in traditional security fields cannot meet the requirements for data access in
an open environment. Based on this paper, we propose to manage user access rights by using
blockchain technology. This effectively achieves controlled access to data by participants in the
public environment.
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Figure 1. Blockchain ledger structure
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Figure 2. Distributed consensus mechanism
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Figure 3. Value network interconnection under the blockchain platform
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Figure 4. Blockchain access control framework
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Figure 5. Smart contract conceptual model
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