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4, OJOoooooood
5. bboddooboddboootdobboddbobn
HEEEN
# config t
Enter configuration commands, one per line. End with

CNTL/Z.

20200 40 1901



ooggad

(config)# line con O
(config-line)# transport input none
(config-line)# login local
(config-line)# exec-timeout 5 0
(config-line)# exit
(config)#
oodon
(config)# username brian privilege 1 password
g00d+pa55w0rd
(config)# end
#

oo
# config t
Enter configuration commands, one per line. End with
CNTL/Z.
(config)# line aux O
(config-line)# transport input none
(config-line)# login local
(config-line)# exec-timeout 0 1
(config-line)# no exec
(config-line)# exit

Jooood
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# config t

Enter configuration commands, one per line. End with
CNTL/Z.

(config)# no access-list 90

(config)# access-list 90 deny any log
(config)# line vty 0 4

(config-line)# access-class 90 in
(config-line)# transport input none
(config-line)# login local
(config-line)# exec-timeout O 1
(config-line)# no exec

(config-line)# end

i

ooy

1. oo oudon

oottt oogtdd

HREEEEN

(config)# no access-list 102

(config)# access-list 102 permit ip 14.2.6.0 0.0.0.255
any

(config)# access-list 102 deny ip any any log
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(config)# interface eth 0/1

(config-if)# description "internal interface"
(config-if)# ip address 14.2.6.250 255.255.255.0

(config-if)# ip access-group 102 in

Jooddbooodubboddoboboddood
Jdoboooooodddooooooooonbd
Jdooooooood
Inbound Traffic
(config)# no access-list 100
(config)# access-list 100 deny ip 14.2.6.0 0.0.0.255
any log
(config)# access-list 100 deny ip 127.0.0.0
0.255.255.255 any log
(config)# access-list 100 deny ip 10.0.0.0
0.255.255.255 any log
(config)# access-list 100 deny ip 0.0.0.0
0.255.255.255 any log
(config)# access-list 100 deny ip 172.16.0.0
0.15.255.255 any log
(config)# access-list 100 deny ip 192.168.0.0

0.0.255.255 any log

12
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(config)# access-list 100 deny ip 192.0.2.0 0.0.0.255
any log

(config)# access-list 100 deny ip 169.254.0.0
0.0.255.255 any log

(config)# access-list 100 deny ip 224.0.0.0
15.255.255.255 any log

(config)# access-list 100 deny ip host
255.255.255.255 any log

(config)# access-list 100 permit ip any 14.2.6.0
0.0.0.255

(config)# interface eth0/0

(config-if)# description "external interface"
(config-if)# ip address 14.1.1.20 255.255.0.0
(config-if)# ip access-group 100 in

(config-if)# exit

(config)# interface ethO/1

(config-if)# description "internal interface"

(config-if)# ip address 14.2.6.250 255.255.255.0

(config-if)# end

oottt oogtdd

1 (TCP & UDP) tcpmux
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7 (TCP & UDP) echo

9 (TCP & UDP) discard

11 (TCP) systat

13 (TCP & UDP) daytime

15 (TCP) netstat

19 (TCP & UDP) chargen

37 (TCP & UDP) time

43 (TCP) whois

67 (UDP) bootp

69 (UDP) tftp

93 (TCP) supdup

111 (TCP & UDP) sunrpc
135 (TCP & UDP) loc-srv
137 (TCP & UDP) netbios-ns
138 (TCP & UDP) netbios-dgm
139 (TCP & UDP) netbios-ssn
177 (UDP) xdmcp

445 (TCP) netbios (ds)

512 (TCP) rexec

515 (TCP) lpr

517 (UDP) talk

518 (UDP) ntalk
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1900, 5000 (TCP & UDP) Microsoft UPnP SSDP

2049 (UDP) nfs

6000 - 6063 (TCP) X Window System

6667 (TCP) irc
12345 (TCP) NetBus

12346 (TCP) NetBus

31337 (TCP & UDP) Back Oirifice

161 (TCP & UDP) sn
162 (TCP & UDP) sn
513 (TCP) rlogin

513 (UDP) who

mp

mp trap

514 (TCP) rsh, rcp, rdist, rdump

514 (UDP) syslog

2. ubogubtotubtotubodod

Cisco Discovery Protocol
Tcp small servers

UDP small servers
Finger

http server

bootp server
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configuration auto loading

Ip source routing

proxy ARP

IP directed broadcast

IP unreachable notification

IP remark reply

IP redirects

NTP service

Simple Network mgmt protocol

Domain Name service

3. oo ouboubd
U impPOoboygotn

2)0 00000000 Exploits Protection [ [

TCP SYNJ U

000 ROUTERI OO UOODOOOOOoOn TCHR]1 [

(config)# access-list 106 permit tcp any 14.2.6.0 0.0.0.255
established

(config)# access-list 106 deny ip any any log

(config)# interface eth 0/0

(config-if)# description "external interface"

(config-if)# ip access-group 106 in

ooy
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(config)# access-list 100 deny ip host 14.1.1.20 host 14.1.1.20
log
(config)# access-list 100 permit ip any any
(config)# interface eth0/0
(config-if)# description External interface to 14.1.0.0/16
(config-if)# ip address 14.1.1.20 255.255.0.0
(config-if)# ip access-group 100 in
(config-if)# exit
Smurf Attack
Joodooddad  1Pood
(config)# access-list 110 deny ip any host 14.2.6.255 log
(config)# access-list 110 deny ip any host 14.2.6.0 log
(config)# interface interface eth0/0
(config-if)# ip access-group 110 in
(config-if)# exit
ICMP TRACEROUTE U 0 O O
00O PINGL O
(config)# access-list 100 deny icmp any any echo log
(config)# access-list 100 deny icmp any any redirect log
(config)# access-list 100 deny icmp any any mask-request log
(config)# access-list 100 permit icmp any 14.2.6.0 0.0.0.255

(config)# access-list 100 deny udp any any range 33400
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34400 log
O 0O PINGI O
(config)# access-list 102 permit icmp any any echo
(config)# access-list 102 permit icmp any any parameter-
problem
(config)# access-list 102 permit icmp any any packet-too-big
(config)# access-list 102 permit icmp any any source-guench
(config)# access-list 102 deny icmp any any log
(config)# access-list 102 permit udp any any range 33400

34400 log

Distributed Denial of Service (DDoS) Attacks
access-list 170 deny tcp any any eq 27665 log
access-list 170 deny udp any any eq 31335 log
access-list 170 deny udp any any eq 27444 log
| the Stacheldraht DDoS system
access-list 170 deny tcp any any eq 16660 log
access-list 170 deny tcp any any eq 65000 log
| the TrinityV3 system
access-list 170 deny tcp any any eq 33270 log
access-list 170 deny tcp any any eq 39168 log

| the Subseven DDoS system and some variants

18
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access-list 170 deny tcp any any range 6711 6712 log

access-list 170 deny tcp any any eq 6776 log
access-list 170 deny tcp any any eq 6669 log

access-list 170 deny tcp any any eq 2222 log

access-list 170 deny tcp any any eq 7000 log

4, Jogdgooogduoogtdd

Juootgd

Routed Protocols
TCP/IPO O 0O RIPO OSPHE] IGRRPI EIGRP] BGP
Route Tables and Routing Protocols
1. Direct connection:
2. Static routing.
3. Dynamic routing.
4. Default routing.
HREEN
1.0000000000
# config t
Enter configuration commands, one per line. End with
CNTL/Z.

(config)# ip route 14.2.6.0 255.255.255.0 14.1.1.20 120

20200 40 1901
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(config)# end

H

2.0 0000000000000 00o0oo
Router Neighbor Authentication

OSPF Authentication
# config t
Enter configuration commands, one per line. End with
CNTL/Z.
(config)# router ospf 1
(config-router)# network 14.1.0.0 0.0.255.255 area O
(config-router)# area O authentication message-digest
(config-router)# exit
(config)# int ethO/1
(config-if)# ip ospf message-digest-key 1 md5 rOutes-4-all
(config-if)# end
#
# config t
Enter configuration commands, one per line. End with
CNTL/Z.
(config)# router ospf 1

(config-router)# area O authentication message-digest
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(config-router)# network 14.1.0.0 0.0.255.255 area O
(config-router)# network 14.2.6.0 0.0.0.255 area O
(config-router)# exit
(config)# int ethO
(config-if)# ip ospf message-digest-key 1 md>5 rOutes-4-all
(config-if)# end

RIP Authentication

RIP200000
# config t
Enter configuration commands, one per line. End with
CNTL/Z.
(config)# key chain -KC
(config-keychain)# key 1
(config-keychain-key)# key-string my-supersecret-key
(config-keychain-key)# exit
(config-keychain)# key 2
(config-keychain-key)# key-string my-othersecret-key
(config-keychain-key)# end
#
# config t
Enter configuration commands, one per line. End with

CNTL/Z.
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(config)# key chain -KC

(config-keychain)# key 1

(config-keychain-key)# key-string my-supersecret-key
(config-keychain-key)# exit

(config-keychain)# key 2

(config-keychain-key)# key-string my-othersecret-key
(config-keychain-key)# end

# config t

Enter configuration commands, one per line. End with
CNTL/Z.

(config)# int ethernet0/1

(config-if)# ip rip authentication key-chain -KC
(config-if)# ip rip authentication mode md5
(config-if)# end

#

# config t

Enter configuration commands, one per line. End with
CNTL/Z.

(config)# int ethernet0/0

(config-if)# ip rip authentication key-chain -KC
(config-if)# ip rip authentication mode md5

(config-if)# end

20200 40 1901
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#

EIGRP Authentication
# config t

Enter configuration commands, one per line.End with
CNTL/Z.

(config)# router eigrp 100

(config-router)# network 14.1.0.0 255.255.0.0
(config-router)# exit

(config)# interface eth 0/1

(config-if)# ip authentication mode eigrp 100 md5
(config-if)# ip authentication key-chain eigrp 100 -KC
(config-if)# exit

(config)# key chain -KC

(config-keychain)# key 1

(config-keychain-key)# key-string secret-key
(config-keychain-key)# send-lifetime 00:00:00 Oct 1
00:00:00 Jan 1

(config-keychain-key)# accept-lifetime 00:00:00 Oct 1
00:00:00 Jan 7

(config-keychain-key)# end
#

# config t

23
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Enter configuration commands, one per line. End with
CNTL/Z.

(config)# router eigrp 100

(config-router)# network 14.1.0.0 255.255.0.0
(config-router)# network 14.2.6.0 255.255.255.0
(config-router)# passive-interface ethl
(config-router)# exit

(config)# interface eth O

(config-if)# ip authentication mode eigrp 100 md5
(config-if)# ip authentication key-chain eigrp 100 -KC
(config-if)# exit

(config)# key chain -KC

(config-keychain)# key 1

(config-keychain-key)# key-string secret-key
(config-keychain-key)# send-lifetime 00:00:00 Oct 1
00:00:00 Jan 1

(config-keychain-key)# accept-lifetime 00:00:00 Oct 1
00:00:00 Jan 7

(config-keychain-key)# end

#

20200 40 1901
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[0 ARP PROXY [

# config t
Enter configuration commands, one per line. End with
CNTL/Z.
(config)# interface ethernet0/0
(config-if)# no ip proxy-arp
(config-if)# exit
(config)# interface ethernetO/1
(config-if)# no ip proxy-arp
(config-if)# end
Disabling unneeded routing-related services

Passive Interfaces( O O OO )

Router1l# show config

Interface ethernetO

description Active routing interface for 14.1.0.0 net

Ip address 14.1.15.250 255.255.0.0

!
Interface ethernetl

description Active routing interface for 14.2.0.0 net

Ip address 14.2.13.150 255.255.0.0
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Interface ethernet2

description Passive interface on the 14.3.0.0 net
Ip address 14.3.90.50 255.255.0.0

!

router ospf 1

network 14.0.0.0 0.0.0.255 area 0
passive-interface ethernet2

0000 ETHERNETI ETHERNETRZ OO0 OSPRI O U O

ETHERNETZ [ [

# config t
Enter configuration commands, one per line. End with
CNTL/Z.
(config)# router rip
(config-router)# passive-interface ethernet0/0
(config-router)# end
#
Using filters to block routing updates
# config t
Enter configuration commands, one per line. End with

CNTL/Z.

26
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(config)# access-list 55 deny 14.2.10.0 0.0.0.255
(config)# access-list 55 permit any

(config)# end

#

# config t

Enter configuration commands, one per line. End with
CNTL/Z.

(config)# router ospf 1

(config-router)# distribute-list 55 out
(config-router)# end

#

Rip0 O

# config t

Enter configuration commands, one per line. End with
CNTL/Z.

(config)# access-list 55 deny 14.2.10.0 0.0.0.255
(config)# access-list 55 permit any

(config)# router rip

(config-router)# distribute-list 55 out
(config-router)# end

#

BGP and MD5 Authentication

20200 40 1901
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# config t

Enter configuration commands, one per line. End with
CNTL/Z.

(config)# router bgp 26625

(config-router)# neighbor 14.2.0.250 remote-as 27701
(config-router)# neighbor 14.2.0.250 password rOutes4all
(config-router)# end

#

ISPCust7#config t

Enter configuration commands, one per line. End with
CNTL/Z.

ISPCust7(config)#router bgp 27701
ISPCust7(config-router)# neighbor 14.2.0.20 remote-as
26625

ISPCust7(config-router)# neighbor 14.2.0.20 password
rOutes4all

ISPCust7(config-router)# end

ISPCust/#

Joggo

1. oo ogdd
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